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Chapter 7

Introduction to Web Forms

In the client/server model of data processing, a user needs to enter relevant data at the client end, which is
further submitted to the server for processing, The client/server data processing model is also applicable in cases
of Web sites or Web applications; wherein the data to be processed is submitted to the Web server through a
graphical user interface (GUI) element, called a Web form. A Web form contains various elements, such as text
boxes, radio button, or check boxes, which allow the user to enter the required information. A Web form
generally contains a submit button. When you enter data in the Web form and click the Submit button, the
content of the form is submitted to the server for further processing.

Working with the <form> Tag and Form Elements

The <form> HTML tag is used to create an HTML form for user input. A form can contain various form
elements, such as text boxes, check boxes, radio buttons, and submit buttons. A form can also contain select
menus, text area, field set, legend, and label elements. To create a Web form, you first use the <form> tag and
then create the form elements. Listing 7.1 shows how to use the <form> tag to create a form. You can find listing
7.1in \Code\PHP\ Chapter 07\ Using form tag~folder on the CD.

Listing 7.1: Using the <form> Tag

<head><titlesMy First Form</titles</head>
<body> L i

In Listing 7.1, the <form> tag contains four attributes, which are:
U name—Specifies the name of the form

O  action—Specifies the address where you want to send the data, such as an e-mail address, a Web server
address, or any other form

8 method —Specifies the HTTP method used to pass the form’s content to the Web server
O enctype—Specifies how the form content should be encrypted
After creating the form, let's now learn to create the following form elements:

O Text box B
O Radio button
O  Check box

0 Drop-down box
Creating a Text Box

You use the <input> tag to create the form elements. To create a text box, you need to specify the type of the
<input> tag as text. Listing 7.2 shows how to create a'text box. You can find listing 7.2 in \Code\ PHP\ Chapter
07\ Creating Text Box folder on the CD,

Listing 7.2: Creating a Text Box

<htmT> )

<head><titlesMy First Form</title></head>
-<body> "

<form . name="formi”s

First name: Lo . : o

<input type="text” name="firstname" />

< br s . o :
Last name: :
<input type="text" name="Tastname" />

</form> .
</body> </html>
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The output of Listing 7.2 is shown in Flgure 7.1

Qw;mrom W

R Gt B B e e S|

"
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Flgure 7.1: Showmg two Text Boxes

Let’s now learn how to create a radio button.

Creating a Radlio Button

Radio buttons are used when we want the user to select one of the listed options. Listing 7.3 shows how to create
a radio button. You can find listing 7.3 in \ Code\\ PHP\ Chapter 07\ Creating Radio button folder on the CD.

Listing 7.3: Creatmg a Radio Button
<htm'l> s :

L <heas<ritle

C<body>

¥rﬂemeUPrmcmdMo¢r0'f o :

Flgure 7 2: Dlsplaying Radio Buttons
Let’s learn how to create check boxes next.

Creating a Check Box

Unlike a radio button, a check box allows you to select multiple options at a time. Listing 7.4 shows how to
create a check box. You can find listing 7.4 in \ Code\ PHP\ Chapter 07\ Creating Check Box folder on the CD.

Listing 7.4: Creating a Check Box

<html> kS

<head><t1t'le>ﬂy F‘i r'st'
<body>.- . :

dorm name==’ fomi”

-l have a jaanst

Coxinpet type="check

1 have a - T-shir

&input type:“checkbo "

I-have a-shirt: :
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<input type="checkbox" name="clothes" value="shirt" />
</form> .

</body
</htmls>

The output of Listing 7.4 is shown in Figure 7.3:
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Flgure 7.3: Dlsplaymg Check boxes

Creating a Drop-Down Box

A drop-down box allows a user to select only one out of a given list of options. Tt is used in cases where similar kind of
data can be grouped under a common heading. The drop-down box occupies much less space as compared to radio
buttons for displaying the same amount of information. For example, names of all the 12 months of a year can be
grouped only under a commen heading, Months in a drop-down box, Listing 7.5 show how to create a drop-down box.
You can find listing 7.5 in \ Code\ PHP\ Chapter 07\ Drop-down list folder on the CD.

Listing 7.5: Creatmg a Drop Down Box
i1 7. 1 SRR
S <head><t1t1e>My F1rst Form</t1t

“<form name="Form1"
‘<select name="cars"> L :
<option value="volvy' >VQ1vo</opt1on>
<option value="saab">Saab</options -
<option value="Ffiat"»>Fiat</option>-
<option va1ue="aud1">Aud1</apt1on>
</selects
</forms
</hody>
</htm]>

The output of Listing 7.5 is shown in Figure 7.4:

& My First Form - Mmcminwrmswlam
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Flgure 7. 4Displaylng a Drop-Down Box
Processing a Web Form

As you have learned earlier, the information entered in a Web form is sent to a Web server for processing
The processing of a Web form may include the following activities:

O Submitting the form data
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O Retrieving the form data
Q Validating the form data

Let’s learn about these in detail next.

Submitting the Form Data

The data in 2 Web form can be sent to the server by using either the get() or post() method.

Using the get() Method
After you press the Submit button on a Web form, the get() method sends the form data to the server by
attaching it at the end of the Uniform Resource Locator (URL). The attached form data is called query_string.
The get() method allows you to send only a limited amount of information at a time. In addition, the infermation
sent by using the get() method is displayed in the address bar of the Web browser.

In HTML, the method name must be written in the lower case. However, case restriction is not applicable in case of PHP.

Listing 7.6 shows how to use the get() method to send the form data to the Web server. You can find listing 7.6 in
\ Code\ PHP\ Chapter 07\ Using get Method folder on the CD.

o the 'ge'_t().' MEtI.’t‘t.)d</-t1’tf|E>;<l_.':hea.«d§;j :

oh#"ﬂmzfl come .php*>

In Listing 7.6, the Form1 form has two text boxes, Name and Age, and a submit button, named Btn. The value of
the Btn button is given as Submit, which is displayed as the button caption. The data entered in the Name and
Age text boxes is sent to the Welcome.php page using the get() method.

The output of Listing 7.6 is shown in Figure 7.5:

Enzer Your Name :
Enter Your Age: ‘
i Supardt | i

A Camputer | Protecied Mode: OTF i

Figure 7.5: Displaying the Form1 Form using the get{) method
Now, enter the values in the Name and Age textboxes and click the Submit button. A new Web page appears,
displaying the information entered in the previous page, as shown in Figure 7.6:

[ ntipviocainost/Welcome phpIame=sulaghiAge=22B3m=Submit - 4] x|
Figure 7.6: Displaying the URL Using the get{() Method
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Note that the data entered in the Name and Age text boxes appears in the URL of the Web page shown in
Figure 7.6.

Since the information entered is displayed in the URL, this method should not be used when sending passwords or
other sensitive information.

Using the post() Method
Unlike the get(} method, the post() method appends all the form data into the Hyper Text Transfer Protocol
(HTTP) header message body. You can send any amount of data using the post{) method. Information sent
through this method is not displayed in the URL of the Web browser. Listing 7.7 shows how to use the post()
method to send the form data to the server, You can find listing 7.7 in \ Code\ PHP\ Chapter 07\ Using post
Method folder on the CD.

Listing 7.7: Sending Form Data Using the post(} Method

g,
A0

.The output

@ temet i Potectad Moger O ;

Figure 7.7: Displaying the Form1 Form Using the post{) Method
Now, click the Submit button. A new Web page appears, as shown in Figure 7.8:

“L100%

Figure 7.8 Displaying the URL Using the post(} Method

You can see in Figure 7.8 that the information entered by the user is not displayed in the URL of the Web
browser.

After learning how to submit the form data using the get() and post() methods, let’s now learn how to retrieve
the submitted form data.

Retrieving the Form Data

PHP provides various functions to retrieve the submitted form data, The following are some of the most
commonly used functions to retrieve data:
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0 The $_GET][] function

O The$_POST}] function

O The$_REQUEST[] function

In addition, you can use the $_SERVER [‘REQUEST_METHOD'] method to determine the method used to send
the form data to the server.

Let’s discuss each of them in detail.

The $_GET[] Function

The $_GET][] function is a built-in function used to retrieve values from a form sent through the get() method.
Note that this function retrieves data sent only through the get() method. In the succeeding example, we create a
file named Welcome.php, and use the $_GET]] function to retrieve the data from another file, GetExample.htrnl.
The retrieved data is displayed on the Welcome.php page. Listing 7.8 shows how to retrieve the data using the
$_GET][] function. . You can find listing 7.8 in \ Code\ PHP\ Chapter 07\ Using GET_Function folder on the CD.

Listing 7.8: Retrieving the Form Data Using the $_GFET[] Function

.{ Welcome sulabh!
4 Youare 22 years oid

loone o ) . ’ i nternet | Protected Made; Off RI100%

The $_POST[] Function :
The $_POST[] function is a built-in function used to retrieve the values from a form sent through the post()
method. Let’s consider the preceding example of the HTML file PostExample.html, which used the post{)
method to send the data to the Welcome.php file. The Welcome.php file can use the $_POST[| function to
retrieve and display the data from the submitted form. Listing 7.9 shows how to use the $_POST][] function to
retrieve form data. You can find listing 7.9 in \ Code\ PHF\ Chapter 07\ Using POST_Function folder on the CD.

Listing 7.9: Receiving Fofm Data Using the $_POST{] Function
<html>. :

</hml> i
The output of Listing 7.9 is shown in Figure 7.1(:
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Figure 7.10: Dlsplaymg the Welcome php Page Using the § POST[] Function

Using the $_REQUEST[ ] Function

The $_REQUEST] ] function can be used to collect form data sent with both the get() and post() methods. Listing
7.10 shows how to use the $ REQUEST] ] function to retrieve form data. You can find listing 7.10 in
\ Code\ PHP\ Chapter 07\ Using REQUEST_Function folder on the CD.
Listing 7.10: Recelvmg Form Data Usmg $ REQUEST[ ] Functlon

: <htm1>

<hady> : _

- welcome <‘?php echo’ S_REQUEST["Name Y

L You arex?php' t cho S_REQUEST{"ag
sfbodyz'i :

</htmTs L o o T SIS SREEE
The output of the $_ REQUEST[] funchon depends upon the method used to send data to the sever.

Using the SERVER [[REQUEST_METHOD'] Method

The method that a form uses to send data to the server is specified with the method attribute of the <form> tag.
You can find which method has been used to send data to the server by using the $_SERVER
[[REQUEST _METHOD’] method.

Listing 7.11 shows how to use the $_SERVER [‘REQUEST_METHOD'] method to retrieve the method used to
send data to the server. You can find listing 7.11 in \ Code\PHP\ Chapter 07\ Using Server_ REQUEST_Method
folder on the CD.
Listing 7.11: Using the $ SERVER [ REQUEST METHOD ] Method
<?php - : .
If (t_senvsa[‘aﬁqu'asauﬁm lw get )

echo “ get() functwn ERa '

Listing 7.11 uses the $_. SERVER [ REQUEST METHOD ] method to fmd aut whlch method is used by the client
to send the form data to the server. Figure 7.11 shows the output of using the $_SERVER
[‘REQUEST_METHOD’] method when the data is sent through the get() method

jooe o N PO MO G RIDN v

Figure 7. 11 Dlsplaylﬂg the Method Used to Send the Form Data
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Now, let’s discuss how to validate the information entered by a user in a form.

Validating a Form

Validating a Web form involves verifying that the users have entered the correct data in the relevant form
elements of a form. For example, you can check whether or not a user has correctly filled an email address in the
respective field before submitting a form. When using PHP, the data sent in a Web form is verified at the server
end. Form validation is the process of checking that a form has been filled in correctly before it is processed. For
example, if our form has a box for the user to type their email address, we might want our form handler to check
that they've filled in their address before we deal with the rest of the form.

There are two main methods for validating forms: server-side (using CGI scripts, PHP, etc), and client-side
{usually done using JavaScript). Server-side validation is more secure. Figure 7.12 shows the process of
validating a Web form:

Figure 7.12: Showing Server Side Form Validation

Figure 7.12 shows that the data entered in a form is sent to the server. The data sent is then verified at the server
end.
When the server encounters an incorrect data element being sent through a Web form, an error message is
displayed. In addition, the server also verifies if the data entered in a form element is in the correct format. For
example, a Date text box on a Web form must accept data only in the date format. Let’s now explore how we
display an error message and enforce data rules to ensure that data is entered in the correct format.

Server side form validation is usually performed with PHP, ASP, or CGlL
Displaying an Error Message when a Field is Empty

The most basic type of form validation is to enforce that a particular field must contain a value. In the case of a
text input that is submitted with no value entered, the element in $ POST is still created, but it contains an
empty value. A Web form must ensure that a user has entered relevant data in all mandatory form elements. In
case a user leaves a mandatory form element blank, an error message can be displayed instructing the user to
enter relevant data in the mandatory form elements. You can find listing 7.12 in \ Code\PHP\ Chapter 07\ Web
Form with Text box on the CD.

Listing 7.12 shows the content of 2 Web form containing two text boxes

Listing 7.12: Web Form Containing Two Text Boxes

<html> S o : ) : o N
<heads<titlesrorn validation using PHPL/titlex</head> -
" <badys e A
<form.method="post” action="form_validate.php”>
‘Name : : o :

<input type="text” name="userid”></br>
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Password: . L i s
<input type="password” name="passward”></br>- LTI
<input type="submit” vatue="Submit"> :

o ef Forme o
U e/hrmT> : . _ R
In Listing 7.12, two text boxes, Name and Password, are created. The data entered by the user is then sent to the
form_validate.php file, which verifies for null entries. The output of the preceding listing is shown in Figure 7.13
Form.php, we keep two input boxes and we will not allow any user to left them empty. 50 our form validation
script will check for null entry and do the processing accordingly.

T e e e e e oo e e

@ baemeripromaee Modmon | qawn v
Figure 7.13: Showing the Output of Listing 7.12

Let’s posts the data to The data being entered in the preceding form is posted to another Web page and names it

as named form_validate.php. We will check and validate the variables in The form_validate.php (Listing 7.13)

file validates the entered data for null entries, as shown in Listing 7.13. You can find listing 7.13 in

\Code\ PHP\ Chapter 07\ Validating Form Data folder on the CD.

Listing 7.13: Validating Form Data

¢ ‘the error messages
ipty Name field: .

e eidatabase '{he_ck-‘it_!g-_ ety
Now, suppose a user left the Name field empty and clicks the Submit button— (Figure 7.13),
the Listing 7.13 validates the entered data and displays an error message, as shown output is shown in the
Figure 7.14:
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Figure 7.14: Displaying the Error Message
Note that if a user submits a Web form without entering relevant data in a form element, the associated $_POST
element is still created; however, it contains an empty value,

Enforcing Data Rules

A Web form may contain specific form elements that accept data in a specific format; for example the Date field.
You can verify whether or not the data entered in these specific fields is in the right format by enforcing data
rules. Consider a case wherein a Web form contains a text box named Telephone, The Web form would need to
enforce data rules to ensure that the data entered in the Telephone text box is in the numerical format. In
addition, the Web form must also ensure that the number of digits entered as the telephone number is correct.

We will often want to ensure not only that data is entered into required fields but also that the quality of the data
is good enough before proceeding. For instance, we might want to check that an email address or a phone
number has the right format or not. In the previous {Listing 7.13) example we have checked only the number of
characters entered by the user. Now lLet’s now validate a text box so that only characters can be entered in it, as
us move one more step and go for form validation checking the type of entry. Say in “userid™ field other than
characters are not allowed. For this purpose, we use “ereg()” regular expression function of PHP. Now, the
modified version of file form_validate.php is shown in Listing 7.14.

You can find listing 7.14 in \ Code\ PHP\ Chapter 07\ Enforcing Data Rules folder on the CD.
Listing 7.14: Enforcing Data Rules

$flags"ok™; .

3(5._POST[ *userid’3) "
jre-ee erid’$)

L Lereg! [Maez el SPOST[userid’D) .

“$hsg="Pledse use only Tower or upper case Tetters";
sg="Flease use only Tower or upper case Tetters

“$flag="NOTOK";
}
else
{
e $msg="Please enter userid";
SFlag="N0TOK"; . .
1F(15_POST[ "password'])
$msg=""Please enter the password "; - o
$Flag="NOTOK™; ~ /[/setting the flag te error flag.

IE($F1ag  =="NOTOK"™)
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{ . . . .
// if f1ag is set to NOTOK then there is back button for the user to go
back and correct the entries :
echo "<hl>". 3msg. "</h1>" "<1nput types="butten'. va]ue—'back'
onClick="history.go(-1}">

}

else

{ : .
echo "all entries are correct and lét us proceed with the -database
checking etc ..";

1

7><?php

$Flag="0K";

// This is the 'F'Iag and we set 1t to OK $msg-"“'
// Initializing the message to hold ‘the error message
if(IS_PoST(‘userid’]) //thvs check far empty Name field

{ .
$msg = (“Please enter user id. ”)</BR>"'
1f (ereg(’'[rA-Z a-z]', Suseﬁd))
'Srilsg— P'lea.se use use Orﬂy on1y 'Iower or upper case letters”;
Sﬂag:"NDTOK"-,- o //settmg the F'Iag 1:0 error flag.
."lf( ‘S POST[ password ])

i Smsg=" P‘iease enter the password e :
-$f1ag~“NOTOK", //sett1ng the f]ag ta error fiag

-}
1f($f1ag =-"NOTOK")
i

7/ if ﬂag is set to NOTOK ‘then there is back button for the user to go
back and correct - the “entries. . echo = “<hl>™.- Smsg "</h1>“ "<1nput
type="button' va'lue-'back onchck='h1stor'y go( 1)' "

else

icho “all entries are correct and let us proceed with the database checking etc. .”;

7> S : i . B : ' _.s"i
In the preceding listing, the ereg() function is used to validate a field.

Now, if the user inputs enters any characters other than a-z or A-Z in “the userid"Name text box, there will be an
error an error message is displayed instructing the user to enter only lower or upper case letters. “Please Use
Only lower or upper case letters” on the form_validate.php page.

Let’s now explore the concept of databases.

Introducing Databases

A database is an organized collection of information that can be easily accessed, managed, and updated. A

~database consists of logically related data or records stored in computer systems. A database is used in various
applications, such as banking, airlines, universities, credit card transactions, telecommunications, sales, finance,
and Hurman Resource (HR).

A database relies on software to store data in an organized manner, and this software is known as Database
Management System (DBMS). A DBMS is a collection of programs that allows you to create, maintain, and use
databases. DBMS has various advantages over the traditional file systems to manage data, which are as follows:

O Reducing data redundancy and inconsistency.
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Allowing easy access to data.
Isolating data by providing a common format {table) for data storage.
Solving the data integrity problems by providing constraints,

[N = W

Providing atomicity, specifically for secure online transactions, For example, while making an online
transaction, atomicity ensures that either all the tasks of a particular transaction atre performed or none is
performed. This ensures that if a transaction is incomplete, the data would not be affected by it. In such
cases, the data would be updated only if the transaction is complete.

8 Providing enhanced security features,

Data in a database can be organized using various database models, such as relational, network, hierarchical,
and object oriented models. We explore the relational database model next.

Exploring Relational Database Model, Records, and Primary Keys

Relational database is the primary database model used for storing and manipulating data. A relational database
stores data in a tabular format, and might contain one or more tables. Each table in a relational database is
assigned a unique name. The tables in a relational database are logically related to each other, which helps in
manipulating data across the entire database. The relational database model was intreduced by E.F Codd in
1970.

A table in a relational database stores data in the form of rows and columns, Rows in a table are also known as
tuples, and columns are also known as attributes. Table 7.1 shows an example of a table named
Employee_Information:

Table 7.1: Employee_Information

100 David 149Steverson 001475689235
Rd.Etobicoke

1002 William 126,Missisagua Ontario 001564789237

1003 Jeniffer 15,Markham Ave.Toronto 001785349358

1004 Joana 56, Finch Ave. Toronto 001785463298

In the preceding table, there are four rows and four columns. The columns or attributes are named as Emp_Id,
Emp_Name, Emp_Address, and Emp_PhoneNumber. Each of these attributes allows only certain specific values
to be entered in them. These set of values are known as domain, For Example, the Emp_PhoneNumber attribute
can have only numerals and no characters.

The rows in a table can be uniquely identified with the help of a unique attribute, which is known as the primary
key. Therefore, the values of any of the attribute must be such that it can uniquely identify a tuple. In the
Employee_Information table, the Emp _Id attribute acts as the primary key as it uniquely identifies each tuple in
a table. It is important to note that no two tuples in a table can have the same set of values,

Understanding Relationships and Foreign Keys

In the relational database model, two or more tables can be linked to each other by one or more common
attributes, called foreign keys. The foreign keys make it possible to create relationships between different tables
and combine data from multiple tables to create more comprehensive result 'sets. While creating a relationship
between two or more tables, a primary key of one table can be referred in another table as the foreign key.

Figure 7.15 shows the relationship of three tables:
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Emplovee_Information

I
Emp_ID | Emp_Name Emp_Address | Emp_Phone Number
o0 David 149 Stevensen 1474658925
Rd. Etobicoke
W02 Willkam 126, Missisagua.
Ontario 001564785237
1003 Jeniffer 15, Markham, 001785349358
Ave. Toronto
1004 Joana 56, Freach Ave., X
Foronte G 785463208

——"'} Employee Department

; Employee Salary

Emp_tD Emp_satary Emp_incentive
HEL 21HH) 203

102 2456 56

003 3210 0o

1004 3243 L0

Emp_tD Emp_Dept Fmyp Mar
HM HR Suzzane
02 Sales Anerson
1003 Marketing Solomon
1004 Accounis Rustam

Figure 7.15: Showing the Concept of Foreign Key

The preceding figure shows three tables, Employee_Information, Employee_Department, and Employee Salary,
linked through foreign keys. The Emp_ID attribute acts as the primary key in the Employee_Information table;

whereas it acts as the foreign key in the Employee_Department and Employee_Salary tables.

Storing relevant information in independent tables and linking these tables with foreign keys ensures that a

particular piece of information appears only once, and redundancy of data is reduced.

Let’s now explore Structured Query Language (SQL) statements used to manipulate data in a database.

Working with SQL Statements

SQL is the most widely used query language to manipulate data in a database. SQL statements can be

categorized as follows:

O Data Definition Language (DDL)— Defines the structure of a database and its tables. These statements are
used to create, delete, and modify databases and tables.

O Data Manipulation Language (DML)— Allows you to alter and extract data from a database table. These
statements are used to add, delete, and retrieve records from a database table, and join tables together using

common fields.

O Data Control Language (DCL)—Specifies access levels and security privileges for a database. These
staternents allow you to grant or deny user privileges, assign roles, change passwords, view permissions,

and create sets of rules to protect access to data.
Table 7.2 shows syntax of SQL statements:
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s i A 4

et g e

Table 7 2 Syntax of Commonly UsedHSQL Stétements

CREATE DATABASE databacc-namc

I — RPNy

: CREATE TABLE table-name (feld1, ﬁda" ) ! DDL
;; INSERT INTO table-name (field1, field2, ...) | DML
© VALUES (valuel, value?, .) i
| UPDATE table-namie SET fieldimvaluel, ¢ DML
¢ ﬁe1d2 vn!ueZ [WHERE condlhon] :
DELETE FROM table-name [WHERE mndt!wn] DML

SELECT field1, ficld?, .
[WHERE condmon]

o . Sk

_RENAME fable-name TO nmmb:c-name

FROM table -name

DROP TABLF fabh -Hame

: DROP DATABASE databuse-name :

- SOIPRYU—— i e

Creat?s a new database

Creates a new table

L e o

lnserts new tuple inan exlstmg

kgt

table

ST NS i

Updates the valueq in a an ex1stmg
tuple

Deletes a particular tuple from a

Rel’rleves the tuples that matches the
condmon, from the table

Renames a particular table

e AR BB i i 1

Deletes a particular table from the

i database

Deletes a database

The basic structure of the SQL statement to retrieve data consists of three clauses: select, from, and where.

Let’s discuss each of these clauses.

The select clause

The select clause is used to retrieve data form of a table. For example, the SQL statement to retrieve data from

the Employee_Information table is:
select . .Emp_Name -from. Employee_Information .

The preceding example retrieves the values of the Emp Name attribute. If more attributes need to be retrieved,

the attribute names are separated by commas.

For example:
select Emp_ID,Emp -Name. from Empicyee information . -

The preceding example retrieves the values of the Emp_Name and Emp_ID attrlbutes of the

Employee_Information table.
If all the attributes need to be retrieved, an asterisk {*) sign is used.

For Example:
select * from Employee_Information

The preceding example retrieves the values of all the attrlbutes of the Employee_. Informatlon table.

The where clause

The where clause is used with the select clause to retrieve only those records that match a specified condition.
The condition to retrieve the records is specified in the where clause by using the assignment operator (=),

logical operators, such as and, or, and not, or comparison operators, such as <,>,<=>=,=

and <>,

An example to retrieve the specific records that matches the where condition is:
select Emp_Name from Employee_Information where Emp_ID=1001
The preceding example retrieves the values of only those tuples having Emp_ID, 1001.

The from clause

The from clause is used to specify the name of the table/tables from where records need to be retrieved.

For Example:
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select * from Employee_Information
The preceding example retrieves records from the Employee_Information table.

Using PHP and MySq|

My5ql is a Relational Database Management System (RDBMS) used by the world’s largest and fastest-growing
organizations. The MySQL database is owned, developed, and supported by Sun Microsystems, one of the
world’s largest contributors to open source software. MySQL was originally founded and developed in Sweden
by two Swedes and a Finn: David Axmark, Allan Larsson and Michael “Monty” Widentus.

PHP is used to create dynamic Web pages. The dynamic content does not always require a database; however, in
most cases there is need of a database. Web based applications, such as content management systems, blogs, and
emails use databases to store information.

The most widely used database in PHP is MySql. To access the MySql database server, you need to check its
configuration.

Checking Configuration
While accessing a database you can avoid problems, such as connectivity errors, by checking the configuration of
the MySql database server.
You can run the followmg code to Check the conflguratlon of MySqI in PHP
<?phip _ S

phpmfa(), RN
-4

When you run the precedmg code on the Web browser, the output appears, as shown in Flgure 7.16:
ﬁ Php-ntoo Wmdomlrmmd Exploran T )

Figure 7.16: Showing the Configuration of the System
When you scroll down the Web page, the configuration of the MySql appears, as shown in Figure 7.17:
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mysqgl

Figure 7.17: Showing the MySql Configuration in PHP

If you do not find the MySql section in the list of configurations, then you cannot access MySql using the current
configuration.

Connecting to Database
In PHP, you can use database by establishing a connection to the MySql database server. PHP requires the
following information to connect to a database:
O  hostname
0 database username
1 password
Listing 7.15 shows how to establish connection with the MySql database server in PHP. You can find listing 7.15
in \ Code\PHP\ Chapter 07\ Connecting with MySQL folder on the CD
Listing 7.15: Creatmg a Connecnon with MySql
<?php. - - :
. mysql. connect(”hastname.. -d") or d1 e(mysq1 error ()) i

acho "Ccmnectwn to the. server was'succes'sfuﬂ
7>

Listing 7.15 displays the text, Connectlon to server was s;uccesz-;ful1 if the connection with MySql is established
successfully else it displays the corresponding error. The Mysql_error() function is used to display the My5ql
errors.

otz §

Suppose, you need to provide database connectivity to 150 Web pages. You can accomplish this task by writing hard
code on each Web page; however, this is not appreciated because if you want to change any of the information, such
as hostname, username, and password, then you have to change it on every Web page. You can perform this lask by
creating a single file, which confains the code fo connect to the database and you can call this file on whichever page
the conneactivity is required. You can cail this file by using the followmg code:

<?php .

include *fitename’;

75
Where, filename refers to the name of rhe fu'e that contams code to connect to the database.

Let’s now learn how to select a database.
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Sefecting a Database
The data is stored in a database from where it can be retrieved. A database server can have many databases,
therefore while working with the database it is necessary to select the database on which you want to work.
Before learning how to select a database, you must know how to create a database in the database server. You
can find listing 7.16 in \ Code\ PHP\ Chapter 07\ Creating a Database folder on the CD.

Listing 7.16: Creatlng a Database
<?php : :
mysql connect(“hostname y username" "password“) or. d1e(my5q1 error()),
echo “Connection to the server was succeSSfu1*<br/>“-" :
Squery = "CREATE DATABASE mydatabase": .~
mysql_query ($query) or die(mysql error()), :
echo "patabase created”; = - :
mysq] c]ose(). :
>

In Listing 7.16, the first statement connects to the database server. If the connection is successful, the echo
statement prints the message; Connection to the server was successful! else it prints the corresponding error
message. The $query variable holds the query to create a database, mydatabase. The mysql_query()function is
used to execute the query in MySql database server. The $query variable is passed to the mysql_query()function
to execute the query. After the query is executed, the connection to the database must be closed. The
mysql_close() function is used to close the connection.

You can also pass the query directly in the mysgl_query({) function as:

-~ mysq)_query (" CREATE DATABASE mydatabase”) ]
After creating the database, let's learn how to select a database. MySql database server provides a function
mysgl_select_db() to select a database. Listing 7.17 shows how to select a database:

Listing 7.17: Selecting a Database

<?php :

mysql_connect("hostname”™, "username", "password") or d1e(mysq1 error()).

echo "Connection to the server was successfu1!<br/>", e .

$dbase_name= “mydatabase”;

mysql_salect.db({Sdbase_name) or che(mysq] error()) H

echo “patabase is selected”;

//code  For queries runs here

mysgloclose() s SR ;

T . :
In Listing 7.17, the mysql_ connect() function establishes connection with the database server. Next, the
$dbase_name variable is passed to the mysqt_select_db() function to select the database. If the database selection
is successful, the echo statement prints the message, Database is selected else it prints the corresponding error
message. The code to execute a query is placed after selecting the database. Finally, the mysql close() function is
used to close the database connection,

The database name can also be directly passed in the mysql_select_db() funct:orr as:
. mysql_select_db({“mydatabase™) .
Now, Let’s learn how to add and alter tables in MySql.

Adding Table in a Database

As already discussed, the data is stored in the form of tables in a database; therefore, it is necessary to learn how
to add a table in a database. Following syntax is used to create a table:

Syntax:
CREATE TABLE table_name
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(

attribute_namel dét_a,_,type, o

attribute _name? data_type, . .

attribute _nama3 data_typé, - .

3
Following example shows how to insert data in a table:

CREATE TABLE Employee_Information

( - Co .
Emp_YID integer NOT RuULL,

Emp_Name varchar(40) NOT NULL,

emp_address varchar(80) NOT NULL,

£mp_PhoneNumber varchar(lS) NOT NULL,

PRIMARY KEY(Emp_ID)

) o . .
In the preceding example, the table “Employee_Information” is created. The attributes of the table are Emp_ID,
Emp_Name, Emp_Address, Emp_PhoneNumber. The datatype for all the attributes is varchar, the number in
the braces represent the maximum number of characters that the attribute can hold. Some other common
datatypes are shown in Table 6.3. The NOT NULL clause shows that values must be provided for the
corresponding attribute while inserting data in the table. If NOT NULL is not used and value for that attribute is
not provided while inserting data, the SQL automatically inserts a NULL value for that attribute,

Listing 7.18 shows how to create a table in a database:

Listing 7.18: Creating a Table

<?php :

Shostname="hostname ;

Suser="username"; - o

$password="password";

$database="database"; =~ ... : )

mysql_connect (Shostname, $user, Spassword), .

mysql_select_db($database) or disl- "Unadle:to. se1ect database“).

$query=" CREATE. TABLE Emp1oyee Informat1on :

¢

Emp_ID mteger NOT NULL

€mp_Name varchar(40) NOT NULL

Emp_Address varchar(&ﬂ) ‘NOT NULL

“Emp,.PhoneNumber varchar(lS) NOT NULL

PRIMARY KEY(Emp_ID) '

) " H

mySquuery(Squery) or d1e(mysq1 error()} HE

echo .“Table successfu'ﬂy cr‘eated" ’
mysgl_close();
T . RN . : .
In Listing 7.18, first the connection with the database is established using the mysql_connect() function. Next, the
cotresponding database is selected using the mysgl_select_db() function. The query to create a table is stored in
the $query variable and executed using the mysqgl_query() function. If the query is executed successfully, the
echo statement prints a message, Table successfully created else it prints the corresponding error message.

Table 7.3 llStS various datatypes used in MySql

e = e R R R  m p  ono  AE Te Y P sty

Tahhle 7.3: Llst of Datatypes in MySq|

Spemfles a f:xed range from 0 to 255 characters long

Specifies a varlable range frorn Oto 255 characters long

- e,

; TINYTEXT Specifies a string with a maximum length of 255 characters

253



Chapter 7

Table 7.3: List of Datatypes in MySq|
oot SR sy Pt = '

a : i A S LS des e il ==
TEXT Specifies a string with a maximum length of 65535 characters ;
BLOB | Specifies a string with a maximumm length of 65535 characters. N
MEDIUMTEXT . Specifies a string with 2 maximum length of 16777915 characters -
MEDIUMBLOB . Specifies a string with a maximum length of 16777215 characters
LO.NGTEXT Specifies a string with é ;a;hi‘:;um length of 4294967295 characters
LONGBLOB . Specifies a binary string with a maximum length of 4294967295 characters !
TINYINT( ) ‘.-128 to 127 normal, 0 to 255 UNSIGNED
SMALLINTY{ ) i -32768 to 32767 normal, O to 6555§»EJ“IM\IVSIGNED -
MEDIUMINT( ) -8388608 to 8388607 normal, 0 to 16777215 UNSIGNED ‘
INT() -2147483648 to 2147483647 normal, 0 to 4294967295 U‘RISIGNED B ¢
i
BIGINT() -9223372036854775808 to 9223372036854775807 normal, 0 to 18446744073709551615
UNSIGNED. :
FLOAT Specifies a small number with a floating decimal point
DOUBLE(,) Specifies a large number with a floating decimal point (
DECIMAL{,) Specifies a DOUBLE sta‘r:c-iuas a str;:g, allowing for a fixed decimal point, (
DATE Specifies the date in YYYY-MM-DD format
DATETIME Specifies the date in YYYY-MM-DD HH:MM:SS format | »i
TIMESTAMP Specifies the date in YYYMMDDHHMMSS format N
TIME Specifies the date in HH:MM:SS format

Let’s learn how to alter a table,

Altering a Table in a Database

The structure of an existing table can be altered using SQL queries. You can drop, add, modify and change the
name of a column using the alter table query. Following syntax is used to delete a column of a table:
Dropping a Column(used to delete an entire column):
alter table Table.Mame drop column cColumn. Name
Following example shows how to drop a column of a table:
alter table Employee_Information drop column Emp_PhoneNumbér
Following syntax is used to add new column in a table:

Adding a Column(used to add new column in table):
‘atter table Table_Name add coTumn Column_Name datatype
Following example shows how to insert a new column in a table:
alter table Employee_tnformation add column Emp_PhoneNumber  varchar(10)
Following syntax is used to change the column of a table:
Changing a Column(used to change the column name}:
‘alter table Table Name change-01d:Column. Name New. Column._Name datatype_of_new_column
Changing a Column(used to change the column name):
alter table Table.Name change 01d_Column_Name New_Column._Name datatype_of_new_column
Following example shows how to change a column of a table:
-alter table Employee_Information change Emp_PhoneNumber: Emp_Phone Number varchar(10)

254



Working with Forms and Database

Following syntax is used to modify the column of a table:

Modifying a column{used to modify the definition of a column):
alter table Table Name modify Column_Name New_Datatype
Following example shows how to modify a column of a table:
alter table Employee_Information modify Emp_Phone_number varchar(20)
Consider the table Employee_Information, where the first query executes, the attribute (column)
Emp_PhoneNumber is dropped from the table Employee_Information. In the second query, an attribute
(column) Emp_PhoneNumber is added in the table Employee_Information. In the third query, the name of the
column Emp_PhoneNumber is changed to Emp_Phone Number. In the fourth query, the column
Emp_Phone_Number is modified by expanding its datatype to varchar(20).
Listing 7.19 shows how to alter the structure of a table:
Listing 7.19; Altering the Structure of a Table
<7?php :
mysql connect(“hastname“ ”us '_e",”paSS' rd?) or d1e{mysq1 error()),
mysql_select_db("database") (mysdi_errorO); i
$queiry="alter -~ table - Emp‘l oye&.lnformatim ehange Empjhmemr Emn_ﬁhane_ﬂumber
- varchar(iOytp B P
~mysql_guery($
“echo “Ctolusin name
*mysql c?osef)--

In Llstmg 7.19, ﬁrst staterment establlshes a connectlon w1th the database server using the mysql_connect()
function. Next, the corresponding database is selected using the mysgl_select_db() function. The query to alter
the table is stored in the $query variable and executed by using mysql_query{) function. If the query is executed
successfully, the echo statement prints the message, Column name changed else it prints the corresponding error
message.

Inserting Data in a Table
Once a table is created in the database, you can insert data in it. Let’s learn how to insert data in the table.
Following syntax is used to insert data in a table:

Syntax:
", i INSERT. ENTO 1

Followmg example shows how to insert data in a table:
INSERT xm'o Enp?aye&_.iﬂfo rmation. (EmpLIb, Emp,.Nam.Emp,_Addmss,Emp_theﬂﬂmbe r).
U YALDES{1001, "David’ , "149: Stevensan Rd ‘Etobicoke’ 0013245678)

While providing the va]ues for the attributes, the values for the attributes with text type data types such as
VARCHAR(), CHAR() or TINYTEXT should be placed within single quotes. In the previous example as the data
type for all the attributes is VARCHAR({) hence their values are placed in single quotes. Listing 7.20 shows how
to insert data in a table. You can find listing 7.20 in \ Code\PHP\ Chapter 07\ Inserting Data in Table folder on
the CD.

Listing 7.20: Inserting Data in a Table

<fphp o
‘mysq] —connect(

mysql,guery(:query) er dne(mW3q1 error()).
echo "Data successfu11y 1nserted" :
mquxhseO. PTRE S TR P TSR A SEE
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In Listing 7.20, first statement establishes a connection with the database server. Next, the corresponding
database is selected using the mysql_select db() function. The query to insert data is stored in the $query
variable and executed by using the mysql_query(} function. If the query is executed successfully, the echo
statement prints the message, Data successfully inserted else it prints the corresponding error message.

Modifying Data in a Table

The data stored in a table often needs to be modified to keep the information updated. Following syntax is used
to upidate data in a table;

Syntax:
UPDATE table_name
SET columnl=valuel, column2=valueZ,...
WHERE condition

0@ UPDATE—Specifies that the query is used to update data
Q  SET —Specifies new values to be inserted into the table
O WHERE—Specifies the condition that selects the rows to be affected
Following example shows how to update data in a table:

UPDATE Employee_Information SET Emp_wame='Jonathah' where Emp_ID=1001
In the example, the attribute Emp_Name is updated to *Jonathan’. for Emp_ID=1001. Listing 7.21 shows how to
update data in a table. You can find listing 7.21 in \ Code\ PHP\ Chapter 07\ Updating Data in a Table folder on
the CD.
Listing 7.21: Updating Data in a Table

<Pphp .. o Ce

-mysql_connect(“hostname”, "username”, “password™) or die{mysqi_error(})y;

mysql_select _db(“database™); . . B

$query= * UPDATE Employee_Information SET Emp_Name='Jonathan' where Emp_ID=1001";

mysal_query(Squery) or die(mysgl_error()); : :

echo "Data successfully inserted"; :

mysql_ciose(};

C > ' : : S

In Listing 7.21, the first statement establishes a connection with the database server. In the next statement the
database is selected using the mysql_select_db() function. The query to update data is stored in the $query
variable and executed by using the mysql_query() function. If the query is executed successfully, the echo
statement prints the message, Data successfully inserted else it prints the corresponding error message.

Retrieving Data
The content displayed on dynamic web pages is retrieved from a database Following syntax is used to retrieve
data:
select attributel,attribute2...attributeN from table.name where condition
In the preceding query, attributel, attribute2. ... attributeN represents the attributes in the table whose values
need to be retrieved. The where clause is used to specify certain condition in the select statement, although it is
not mandatory.

Following example shows how to retrieve data:

select Emp_Name from Employee_Information :

select Emp._Name from £mployee_Information where Emp_Ip=1001
The first select statement retrieves the values in the Emp_Name attribute. The second select statement retrieves
only those values of the Emp_Name attribute that have Emp_ID=1001. Various types of logical and comparison
operators can also be used in the where clause. Listing 7.22 shows how to retrieve data from a table. You can find
listing 7.2 in \ Code\ PHP\ Chapter 07\ Retrieving Data from a Table folder on the CD.

Listing 7.22: Retrieving Data from a Tabl

<?php : oo - R
mysql._connect("hesthame"”, "username™,"password”) or die(mysql_errér());
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mysql_select_dh("database") or die(mysqi_error(}); .
$data = mysql_query("SELECT * FROM Employee_Information™)
or die(mysql_error(}); e '
print "<table border cellpadding=3>";
while($info = mysql_fetch_array( $data ))
{
print "<tr>"; - . k ' :
print "<th>emp IbD:i</th> <td>".§infol 'Emp_ID'] . "</td> ";
print "<th>Name:</th> <td>".$info[ 'Emp_Name'l . " </td></tr>";
print "<thraddress:</th><td>".$info['Emp_Address']}."</td><trs";
print "<th>Phone Number:</th><td>".%info['emp_rhone_Number'}."</td><tr>"y
} et e

print "</table>";

mysgl_close();

7> .
In Listing 7.22, the first statement establishes connection with the database server. In the next statement, the
database is selected using the mysql_select db() function. Next, query to retrieve data is passed in the
mysql_query{) function and the retrieved data is stored in the $data variable. The data stored in the $data
variable is converted in to an array using the mysql_fetch_array() function. The array generated by the
mysql_fetch_array() function is stored in the $infe variable. The array stored in the §info variable is displayed on
the Web page using the while loop. The output is displayed in the HTML format on the Web page (Figure 6.18).

Figure 7.18 shows the data retrieved form a table on the Web page:

i G0 hope/localhost/php_deet php

Emp 1D e Name: lonathan

Address: 140 Steveason R Etobacoke '
Phoee Number:

EmpID: 1002 Name: Damd

Address: - 149 Stevenson Rd Etobicoke

Phooe Namber:

Figure 7.18: Data Retrieved from a table

The mysql_fetch_array() function retrieves a row in an associative array or a numeric array or both. It returns an
array that corresponds to the fetched row and returns false, if there are no rows. The mysql_fetch_array()
function is an extended version of the mysql_fetch_row() function, which returns a row as a numeric array. It
also stores the data in associative indices, using the field names as keys. A disadvantage of the
mysql_fetch_array() function over the mysgl_fetch_row(} function is that it is slower than the mysql_fetch_row()
function. Another function, mysql_fetch_assoc() is used to return data only as an associative array.

Let's summarize the key points learned in this chapter.

Summary

In this chapter, you have learned about HTML forms, different HTML tags and form elements used in it. You
have learned to process the form in PHP, submitting the form data to PHP using the GET and POST methods.
You have learned to validate a form. You have also learned about the relational database, its records, primary
and foreign keys, and SQI. statements. In the end of the chapter you have learned to use PHP and Mysql.

In the next chapter, we will discuss about cookies, sessions and PHP security.

Quick Revise
Ql. What does HTML stands for?
a. Hyper Text Markup Language

257



Chapter 7

Q2.

Q3.

Ans:

Ans:
Q5.

Q6.

Ans:
Q7.

Q8.

Ans:
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b. Home Tool Markup Langunage

c. Hyperlinks and Text Markup Language

d. Hyper Text Modern Language

a .

What is the correct HTML for making a checkbox?

a. <checkbox>

b. <check>

c. <input type=*checkbox”>

d. <input type =*chek”>

c

Which function is used te retrieve data submitted using get() method?
a. $_POST[]

b. $_GET][]

¢. $_REQUEST[]

d. $GET()

b

When using the POST method, variables are displayed in the URL:
a. False

b. True

a

Which SQL statement is used to extract data from a database?
GET

EXTRACT

SELECT

OPEN

n P oo

Which SQL statement is used to insert data into the database?
a. INSERT INTO
b. ADD RECORD

¢. ADD NEW
d. INSERT NEW
a

What is the correct way to connect to a MySQL_database?
a. Connect_mysql(“localhost”);

b. dbopen(“localhost”);

<. mysql open{“localhost™);

d. mysql_connect{“hostname”,”username”,”password™);
d .

In PHP5, MySQL support is enabled by default:

a. False

b. True

a
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Q9 True/False

a. The $_REQUEST]] function can be used to collect form data sent with both the get() and post()
methods. True

b. The $_POSTI[] function is a built-in function used to retrieve the values from a form sent through the
get() method. False

¢, SQL stands for Standard Query Language. False

d. The Select statement in SQL comes under Data Manipulation Language(DML). True

e. The phpinfo() function is used to connect to the MySql database server. False

f. Hostname, database name and password of the MySql database server are required to connect to the

MySql database server. True
g The mysgl_fetch_row(} function retrieves data in the form of associative array, False
Q10. Explain the <form> tag?

Ans:  The <form> HTML tag is used to create an HTML form for user input. A form can contain various form
elements, such as text fields, check boxes, radio-buttons, and submit buttons. A form can also contain
select menus, text area, field set, legend, and label elements.

To create a Web form, you first use the <form> tag and then create the form elements.

Example:
~<html> -
<hea.d><t1t1e>My Fi rst For‘m</t1 t'le></head>
<body>
. <form name="_ v

now " " u

actwn—_ :
Input eTements )

methad— ggt/_p'_rs ) enctype=

ST et forme.
</body ' :

wfhemls> . SR o L ot
The <form> tag contains four attnbu tes, Wthh are:

1. name --Specifies the name of the form

2. action—Specifies the address where you want to send the data, such as an e-mail address, a Web
server address, or any other form

3. method —Specifies the HTTP method used to pass the form’s content to the Web server
4. enctype—Specifies how the form content should be encrypted

Q11. Write the HTML code to create the radio buttons and a drop down box?

Ans: Creatinga Radlo Button

; <htinls D e
. <head><t1t1e>my __rst Form</ﬁt‘le></_. ad>-
<hodys> R .
© <form names"fnrml" o _ b e R
b /ﬂnput type="radio" name=' sex va'iues male” /> Male '
<input type=“rad1a name—"sex" 'vaiue::
</fore> . :
</body
T /html>
Creating a Drop-Down Box:
7<ht||ﬁ> :

<body>

<form rlamea“r-orml“

<select name="Course :
<option va1ue=="MCA">MCA</upt1on>
<option value="MBA"s>MBA</options
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Qi2:

Ans:

Q13.
Ans:

Qu.

Ans:

Q15.
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<option value="BCA">BCA</option>
<option value="BBA">BBA</option>

</select>

</form»

</budy>
</html>
Which of the following statements is true?

a. SQL stands for Standard Query Language

b. The Select statement in SQL comes under Data Manipulation Language(DML)

c. The phpinfo() function is used to connect to the MySql database server,

d. Hostname, database name and password of the MySql database server are required to connect to
the MySql database server.

e. The mysql_fetch_row() function retrieves data in the form of associative array.]

b, d

What are the various categories of SQL statements?

SQL statements can be categorized as follows:

Q

0

Data Definition Language (DDL)—Defines the structure of a database and its tables. These
statements are used to create, delete, and modify databases and tables,

Data Manipulation Language (DML)— Allows you to alter and extract data from a database table.
These statements are used to add, delete, and retrieve records from a database table, and join tables
together using common fields.

Data Control Language (DCL)—Specifies access levels and security privileges for a database. These
statements allow you to grant or deny user privileges, assign roles, change passwords, view
permissions, and create sets of rules to protect access to data.

What are the advantages of Database Management System (DBMS) over the traditional file system of
storing data?

DBMS has various advantages over the traditional file systems to manage data, which are as follows:

m]

DO0DOoO

a

Reducing data redundancy and inconsistency.

Allowing easy access to data.

Isolating data by providing a common format {table) for data storage.
Solving the data integrity problems by providing constraints.

Providing atomicity, specifically for secure online transactions. For example, while making an online
transaction, atomicity ensures that either all the tasks of a particular transaction are performed or
none is performed. This ensures that if a transaction is incomplete, the data would not be affected by
it. In such cases, the data would be updated only if the transaction is complete.

Providing enhanced security features,

Explain the various queries to alter the structure of a table
The queries to alter the structure of a table is as follows:

Dropping a Column(used to delete an entire column):
alter table Tahle_Name drop column Column. Name
Adding a Column(used to add new column in table):
alter table Fable_Name add column Column_Name datatype
Changing a Column{used to change the column name}):
alter table Table_Name change 0ld_column Name: Mew_Column_Name datatype_of_new_column
Modifying a column(used to modify the definition of a column):
i-alter table Table_Namé modify Columin_Name New Datatype - ..
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A cookie is a small file containing information that the server embeds on the user’s computer. Each time the
same computer requests a Web page from a browser, it sends the cookie with the requested Web page. In PHP,
you can create and retrieve cookie values. A session is used to store information that is used across multiple Web
pages. Sessions stores information on a server whereas cookie stores information on a Web site. However,
cookies and sessions are vital keys for any hacker to steal confidential information of the user. In PHP, the
process of encryption and decryption is used to safeguard the data. Encryption and decryption of the data is
done with the help of special keys. In absence of encryption and decryption keys, user cannot retrieve the data.

In this chapter, you learn about cookies in which you leam to create, read, and remove cookies. You also learn
about sessions, in which you learn to start a session, add data to a session, read sassion data, remove data from a
session, and end a session. In addition, you learn how to prevent a session from hijacking. Next, you learn about
the differences between cookies and sessions, In the end, you learn how to protect your data from unauthorized
users and configure PHP security.

Let’s start by learning about cookies.

Working with Cookies

Cookies are used to store data in the remote browser and help to track or identify data returned to users on the
Web browser.A cookie is a small bit of information st}Jred on a computer of a user by request from a Web page.
This information is constantly passed between the Web browser and Web server, the browser sends the current
cookie as a request to the server and the server sends updated data back to the user as response. The size of a
cookie depends on a browser but in general should not exceed 1K {1,024 bytes). One common use of cookies is
that it stores your username and password on your computer so that you do not need to enter your credentials
each time you visit a website.

Exploring Cookie Attributes

A cookie has several attributes which are used as parameters with the setcookie () function. The attributes
contains vital information about the cookie, such as its name, domain name from where it belongs to, and
address of valid path within a domain. Some commonly used attributes of a cookie are as follows:

U Name-Value —Represents the variable name and corresponding value to be stored in the cookie.
0O  Expiration date —Determines the time when to delete a cookie. It is expressed as a Unix timestamp.

Q  Valid domain — Represents a domain name {partial or complete) to which the cookie is sent, For example, if
the value for the valid domain attribute is www.gmail.com, the client sends the cookie information to the
Web browser every time the client visits the www. gmail.com.

0 Valid path—Identifies sites within various paths in the same domain. Setting this to the server root (/)
allows the entire domain to access the information stored in the cookie.

0O Security Flag—Restricts a browser from sending cookie information over unsecured connections. It allows
the cookie to be sent over any type of HTTP connection. The default value of the security Flag attribute is 0.
It may be set to 1 which permits the cookie to be sent over a secure HTTP cormection.

After exploring attributes of cookies, let’s now learn about cookie header.

Using Cookie Header

Cookies are transmitted between the user’s browser and a remote Web site by using the HTTP header. For
example, to set a cookie, a Web site must send the Set-Cookie header, containing the necessary attributes, to the
user's browser. The following example illustrates the header sent to create two cookies for a domain:

Set-Cookie: username=yash; path=/: domam-—-.th'tswebsﬂe com,

expires = Friday,23-mar-09 12:32:45 IST.: A ot

set-Cookie: location=INDIA; path=/; domain=.th webs‘ite com, T

expires = Friday, 23-mar-09 12:32:45:187 DL
Similarly, if a particular cookie is valid for a Web site, the user’s browser automatlcally includes the cookie
information in a Cookie header when requesting the URL of the Web site. In the preceding example, the browser
automatically includes the following header in the request;
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Cookie: username=yash; Tocation=india
Let’s now learn how to create cookies.

Creating Cookies

You can create cookies in PHP using the setcookie() function. The setcookie(} function takes numerous
arguments, such as name value, expiration date, and domain name. Listing 8.1 shows how to create cookies. You
can find listing 8.1 in \ Code\ PHP\ Chapter 08\ Creating Cookie folder on the CD.

Listing 8.1: Creatmg a Cookie
<?php R
setcookie( usrname®;
echo ‘coakies has.

The preceding hst'mg creates a cookie on the computer system of a user who loads the page contalmng the name

value pair userName= yash. The cookie expires in 3600 seconds after it has been created. You can also create

multiple cookies by using the setcoakie() function.

Reading Cookies
When a user visits a PHP page that can read a cookie, which is present in the user’s computer at the time they
call for the page, PHP automatically reads the cookie into a variable named the same as the cookie, but prefixed
with a § sign. Therefore, to read a cookie, we simply reference its variable name, as shown in Listing 8.2. You can
find listing 8.2 in \ Code\ PHP\ Chapter 08\ Reading Cookie folder on the CD.
Listing 8.2; Readlng a Cookle :

.., «?php.= - .
~ acho; ! Readi ng ¢

Akanvcnnvng Clmokveﬂ;

Cookies are removed by default when the user closes the Web browser. You can override this default setting by
setting a time for the cookie to expire. Listing 8.3 shows how to remove a cookie.

Listing 8. 3 Removmg a Ceokle

In the preceding hstmg, the expu-atxon tlme of the cookle is spec1f1ed by the time( ) parameter followed by the
number of seconds. The number of seconds must be prefixed with the plus sign. In this case, the cookie expires
in one hour after its creation.

There may be cccasions when you need to remove a cookie before the user closes the Web browser and before
the specified expiration time of the cockie. In such a case, we use the setcookie{ ) function with the appropriate
name of the cookie, along with the time( ) parameter and the number of seconds. However, in such cases, we use
a negative sign in place of the addition symbol before the number of seconds specified as the cookie expiration
time. Listing 8.4 shows how to remove a cookie. You can find listing 8.4 in \ Code\ PHP\ Chapter 08\ Removing
Cookie folder on the CD.

Listing 8.4: Removmg a Cookie Before the User Closes the Web Browser

v -
setacockle £ ceektenm ;
Pe o

In Listing 8.4, the cookje, cooklename, explres before the user closes the Web browser

g :1me£ 3 - 13. B
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Storing Arrays in Cookies

You can store an array in a cookie. However, you need to store each element of the array separately within the
cookie, as shown in Listing 8.5. You can find listing 8.5 in \Code\ PHP\Chapter 08\Storing Array in Cookie
folder on the CD.
Listing 8.5: Storing Array in a Cookie
<?php . :
$address = $_SERVER['REMOTE_ADDR'];
Sbrowser = $_SERVER[‘HTTP_USER_AGENT'];
Sos = $_SERVER[‘0S']; .
setcookie ¢ “cookie[0]", “Saddress”, time()+200);
setcookie ( “cookie[1]", “Sbrowser”, time(}+200);

setcookie ( “cookie[2]", “$os”, time()+200);
7> B

Although the array elements are stored separalely, when you read the array it will be returned as an array which
can be access as follows:

$1ist= $_COOKIE[“cookie"];
Listing 8.6 shows how to read an array element as an array. You can find listing 8.6 in \Code\ PH\ Chapter
08\ Reading Array Elements folder on the CD.

Listing 8.6: Reading the Array Element as an Array
<?php : i
$address $_SERVER[ “REMOTE_ADDR"]; -
Sbrowser = $_SERVER[ 'HTTP_USER_AGENT'}; -
$0s = S_SERVER[‘0s5']; s L

‘setcookie (. "cookie[0]", "Saddréss”, time()+200);

etcookie (( “cookie[1]”, “Sbrowser”, time{)+200); :::

ig (“cookief2]”, “Sos", time(3+200); - -

$1ist = $_COOKIE["cookie"];
echo “IP Address: $1ist[0]";
echo “<br>";
echo “Client Browser: $1ist[1]”;
echo “<brs";
echo “Operating System: $1ist[2]”;
7>
</body>
</html>
The output of the preceding listing is as follows:
a IP Address—127.0.0.1

O Client Browser— Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR 2.0.50727; Media
Center PC5.0; NET CLR 3.5.21022; NET CLR 3.0.30618)

4 Operating System — Windows VISTA™ Ultimate

After learning about cookies, let’s now learn about sessions.

Working with Sessions

A session stores different information for each user accessing a Web site. A session includes server-side and
client-side cookies; where the client-side cookie contains a reference to the requested data on the server.
Therefore, when a user visits a Web site, the Web browser sends the reference code to the server, which loads the
requested data. A session creates a file in a temporary directory on the server, where registered session variables
and their values are stored. This data is available to all the Web pages of the Web site when the user is accessing
the specified Web site. Session data can be made persistent by storing it to a persistent cookie, or in a MySQL
database, if desired.
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Sessions are safer to use than cookies because a user can block the cookies from being written, but cannot block
the sessions. Moreover, the session information is lost when the user exits the Web site.

Starting a Session

A PHP session is easily started by making a call to the session_start() function. This function first checks whether
the specified session has already been started. The function starts a new session if it does not find any open
session. While creating a Web page, it is recommended to include the call to the session_start() function at the
beginning of the Web page. Session variables are stored in an associative array called $_SESSION] ]. These
variables can be accessed during the entire lifetime of a session. Listing 8.7 shows how to create a session. You
can find listing 8.7 in \ Code\ PHP\ Chapter 08\ Creating Session folder on the CD.

Listing 8.7: Creating a Sessmn
<tphp .
sessfon_start(); .. - g
if( isser( SESSION[ counter ] ) )
{

S_SESSION['counter'] +« 1
3
else
f .
$_SESSION['counter’] = 1;
Smsg = "you have visited this page ". $_SESSION['counter']."in this- seéssion.";:
- <htmix>
<head> . . . R
<titlesSetting up a PHP sessmn</t1t]e>
</head>
<body>
.<?php :
echo ( Smsg ). ST
P
</body>

The precedmg listing, starts a session, and then reglsters a vanable called counter, which is incremented each

time the Web page is visited during the session. The isset() function checks whether or not the session variable is

already set.

The output of the preceding listing is as follows:
you have visited this page 6 times ¥n this session.

Adding Session Data
Session data is stored in the $_SESSION session global array, which means that each session variable, along with
its value, is one element in that array. You can add variables to this array similar to adding variables to any
array. Session variables are retained in the session super global array, irrespective of the Web page that a user is
currently accessing.
Before you can add any variable to a session, you must make a call to the session_start() function.

The syntax to set a session variable is:

$_SESSION{ “FIRSTNAME'}="Rahul™;
$_SESSION[ *LASTNAME']="sharma";

Nore ¥

You cannot store rasources such as database conneclions in sessions, because these resources are unique to each
PHP script, and are usually cleaned when that script is terminated.
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After learning the process of adding session data, let's now learn about reading session data.

Reading Session Data

After you have saved the session data, it becomes available in the $_SESSION super global array along with the
key of the variable name you gave it. You can read the session data as shown in Listing 8 8:

Listing 8.8: Setting and Readmg Session Data
‘ <'?pf|p -
session, Cstart)y
+$-SESSIONL *Firstname® ]a"Rahu‘i "
. $_SESSION['lastname']}=" shm"' e BT LT L At ERIE LT S
name = "My name s . S_SESSION[ f1rstname J " “-.s;ssssxou[f]astnamef],'“.";

The outputﬁ of the preéedmg hstmg is as follows
LMy name: TS URANTSREFMA, - 0 T D e e e e e e

Removing Session Data

You can remove a specific value from a session by using the unset ()} function. Note that you must use the
unset() function only for specific elements of the $_SESSION array, not the $_SESSION array itself; because you
will not be able to manipulate the session data after the $_SESSION array is removed. Listing 8.9 shows how to
remove a specific value from a session using the unset{) function. You can find listing 89 in
\, Codel\ PHP\ Chapter 08\ Using unset Function folder on the CD.

Listing 8.9; Using the unset () Funchon

L.SESSY 1=
S_SEQSIOR Iasthame* }=“shama" e ' o
- $_SESSTONE' lasj:name s /fRemovmg sessmn pata, ... oL oo

My name is " S SESSTONE' ﬁrsmam 19 $_SESSION['lastname’]." "5 .

<html>
<hady>
S1<Tphp ‘.
-gcho (- Sname);
R O
«/Body>
kil :
The output of the precedmg llstmg is as follows
Lo My-name 15 Rahuly o : el
Note that the preceding listing has removed the value Sharma, as used in Llstmg 8. 8

Ending a Session

If you want to explicitly end a user’s session and delete the session data without closing the Web browser, you need to
clear the $ SESSION array, and then call the session _destroy({) function. The session_destroy() function
removes all session data stored on the hard disk. Listing 8.10 shows how to end a sessiorn:

Listing 8.10: Endmg a Session
htmle: S
<body>
b

T sess on_start() ;o

AR e
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}f (isser($_ SESSION[ 'USername'-]))

‘echo "user : ".$_SESSIONT' username ].
session, destroy(),

els : . I . :
echce; .ESet the username™; . . $_SESSION['username’] = "Rahul";
e T . . | '
</hody>
</html>
The output of the preceding hshng is as follows:
Set the username e
Let’s now learn how to prevent session hl]acklng

Preventing Session Hijacking

One of the fundamental principles of Web application security is not to trust data from any unknown or
unauthorized client. Therefore, the client must identify itself by sending a unique identifier. The issue of
tdentifying a client as an authorized client creates a fundamental conflict among developers wanting to build
secure, stateful applications. In fact, the session mechanism in any Web application is the most vulnerable
feature of that application, and session security is one of the most complex topics of Web application security on
any platform.

There are numerous types of session-based attacks. Many of these fit into a category called impersonation
{session hijacking), where a malicious user attempts to access another user’s session by posing as that user. At
the very least, these types of attacks require that the malicious user obtain a valid session identifier, because this
is the minimum amount of information that must be used for identification. There are at least three ways that a
valid session identifier can be obtained by an attacker:

O Session Prediction— Refers to guessing a valid session identifier. This guess can range from a wild guess to
an educated one, depending upon the sophistication of the attack being used. With PHP’s native session
mechanism, valid session identifiers are extremely difficult to predict, so this is unlikely to be the weakest
point in your implementation.

O Session Capturing—Specifies a valid session identifier, which is much more common and there are
numerous types of attacks using this approach. When a cookie stores the session identifier, the Web
browser vulnerability might be exploited to obtain the session identifier. When a URL variable is used, the
session identifier is exposed, and there are many more potential methods to capture a session. For this
reason, cookies are generally considered to be more secure than URL variables.

0  Session Fixation —Specifies a method that tricks a user to select a session identifier already chosen by the
attacker. Session fixation attacks attempt to exploit the vulnerability of a system which allows one user to
set session identifier for another user. Most session fixation attacks are Web based, and rely on session
identifiers, which accepts URLs (query string) or POST data. Listing 8.11 shows how to check session
hijacking. You can find listing 8.11 in \ Code\PHP\Chapter 08\ Checking Session Hijacking folder on the
CD.

Listing 8.11: Checking Session anckmg
<7php
session_start()};
Suser_check=md5 ($_SERVER[ ' HTTP_ USER_AGENT 1.$_SERVER['REMOTEADDR"1);
if(empty($_SESSION['user_data'])) {
session_regenerate_id();
echo "New session, saving user_check.”;
$_SESSION['user_data'] = S$user_check;

} - .
}f(stPCMD(S_SESSION['USerqdata'];Suserecheck)!==0)

sessmn regenerate_id(}; = S
echo "warning, you must reenter your session.
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$_SESSION=array(); .
§~SESSION{'userudata']=$user_check; L

else

echo "Connection verified!";
When a browser first requests the page, a session starts. In the session, the encoded IP address and browser type
is stored. When the user returns to this page to the server, server compares the value stored in the session with
IP address and the browser type received from the user, If the both value do not match then there are chances of
breach in the security and attack from hacker. Therefore, a new ID is created and previously saved data is
removed from the session and the hacker cannot retrieve any information stored in the session. This does not
cause a problem for valid users because they do not change the browser and the IP address in the middle of a
session with your Web site.

When you execute the script for the first time, the browser displays the output as shown in Figure 8.1:
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Figure 8.1: Displaying Information about a New Sesslon
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Figure 8.2: Displaying Connection Verified
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In case the IP Address or type of IP Address is changed then a waming message appears. In comparison to
Listing 811, the 1P Address is changed from REMOTEADDR to REMOTE_ADDR, as shown in
Listing 8.12. You can find listing 8.12 in \ Code\ PHP\ Chapter 08\ Changing Browser Type folder on the CD.
Listing 8.12: Changing Browser Type

<?php

session_start();

Suser_check=md5{$_SERVER[ 'HTTP_USER_AGENT']. S_SERVER[‘REMOTE_ADDR 1
1f{empty{$_SESSTION[ 'user_data']))
{

session_regenerate_id(); .

eche "New sess‘lon, _savmg user,, check i . _
$_SESSTON[ usér_ data T = $user_check; B o }
} s : L ! i
.1f(strcmp($.5£551m[ aser_data 3}, Suser check)hmﬂ) i - :
{- e

sessmn_,regenerate.,id(], R .

echo. "warning, you must. reenter your sesswn."-_-

$_SESsIoN=array(y; ..~ : -
S_SESSION[ user data. s

1
else { i i
echo " COnnectwn Ver'lf'ied' "

} .

res

Due to changes carried out in L1stmg 8.12 (change IP Address), a warning message appears on the screen, as
shown in Figure 8.3:

i
!
‘!: TWamtug, “Uu TRISt TECHET VOUT SC3S0R

Gone Qwanammmuudgm mIRE v

F|gure 8 3 Dusplaylng a Warmning Massage

Let’s now discuss some common practices to secure a session.

Do not Trust Unknown or Unauthorized Users

Common users are not aware from security related issues and as a result they easily become victim of the Cross
Site Request Forgery (CSRF) attack. If you have any doubt on a user’s action then you must ask for credentials.

Shared Hosting by Using session_save_path()

The session_save_path() function allows you to set a new path to store data in a session. You may use.htaccess file
to allow limited access to the users to access the session data.
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Do not Pass Session Identifier in URLs

The session identifier is key for any hacker to gain unauthorized access to your information and session data,
Therefore, it is quite important to secure the session identifier present in the URL. PHP offers the $_GET method
which hides the session identifier in the URL and does not allow hacker to misuse it.

After discussing some common practices to secure a session, let’s now discuss the difference between cookies
and sessions.

Differentiating Cookies and Sessions

Both cookies and sessions accomplish much the same task of storing data across Web pages on your Web site.
However, there are few differences between the working of cookie and session. Depending upon your
requirement, you can choose any one or combination of both,

Cookies can be set to a longer lifespan, which means data can be stored in cookies for months. Once the data is
stored in a cookie, it works smoothly when you have a cluster of web servers (a group of independent web
servers). Sessions are stored on the server, which means clients do not have access to the information you store
in the session. At the time of starting a session, user needs to provide a unique ID for authentication and after
successful authentication data is loaded on the Web page from the Web server. Sessions are important when you
do not want to share classified information with other users. Also, session can store any amount of data whereas
cookie can store only limited amount of data.

Let’s now learn how to protect data from unauthorized users,

Protecting Data

The Internet is the most unsafe computing environment in existence. There are many users waiting on the
Internet to gain unauthorized access to your information and misuse it Therefore, practicing encryption, both
for data you store locally and you exchange with your clients, is not only recommended but it is a staple
requirement to safeguard the data while working on the Internet. The easiest way to protect your data is to hash
it, but to get true protection you need full encryption.

Hashing is the process of transforming data into a fixed-length value that is a checksum of the data. The hash
sum of a file is often used with downloads. For example, if any unauthorized user attempts to download a file
then hash sum is compared with the site report and ultimately downloading of the file stops.

The Secure Hash Algorithm 1 (SHA1), which generates hash values from any information you pass to it, is a
great algorithm which you can use to encrypt passwords or other sensitive information on your server, If you
store any information that is sensitive and someone hacks into your system, the information will be freely
available to them - not so if you hash it.

Data Encryption
Encryption is the process of collecting data (referred as plaintext) and encrypting the data into an unrecognizable
format known as cipher text. On the other hand, decrypting is the process of converting cipher text into plain
text with the help of decryption key. Without decryption key it is very difficult to decrypt the data.

Types of Encryption

You can encrypt data by using different methods, which are as follows:

O Symmetric Encryption—Represents a secret key that can be a number, word, or string of random letters,
which is applied to the data to change the content. This might be as simple as shifting each letter by a
number of places in the alphabet. As long as both sender and receiver know the secret key, they can encrypt
and decrypt the data using this key.

O Asymmetric Encryption —Represents a key pair in which there are two keys: public key and private key. A
public key is available to any user who might want to send you a message. A private key is available only to
authorized users. Any message that is encrypted by using the public key can only be decrypted by using the
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matching private key. Any message that is encrypted by using the prlvate key can only be decrypted by

using the matching public key.
Symmetric Encryption

Symmetric encryption uses a secret key that can be a number, word, or string of random letters, which is applied
to the data to change the content. This might be as simple as shifting each letter by a number of places in the
aiphabet. As long as both sender and receiver know the secret key, they can encrypt and decrypt the data using

this key.

In Symmetric encryption, the ROT13 algorithm is used to encrypt the data. The ROT13 algerithm is the most
widely know encryption algorithm; however, it is not very secure as it can be decrypted by any user just using

pencil and paper.

You can implement the ROT13 algorithm by using the str_rot13() function. It takes one parameter (the string to
encrypt}, and returns the encrypted version. Listing 8.13 shows how to encrypt the data using the str_rot13()
function. You can find listing 8.13 in \ Code\ PHP\ Chapter 08% Using ROT13 folder on the CD.

Listing 8.13: Using the str_rot13() Funchon
<'7php
Sstriﬁg = "He“l To wur'ldi‘m"
print str_rot13($string);
?>
The output of the preceding hstmg is as follows
uryyb, jbeyq!

Note that in Listing 8.13, every letter is shlfted thlrteen places to the r1ght mde in l;he alphabet clouble letters,
such as 1l in Hello are replaced by the same alphabet.

Advanced Symmetric Encryption

As discussed, the ROT13 algorithm is not secured algorithm to encrypt the data. Therefore, you can use the
merypt extension, which is the most secured and reliable extension to encrypt the data. You need to call various
functions to use this extension, which are listed in Table 8.1;

resource merypt_ module _open

Table 8.1: Commonly Used Symmetric Encryption Functions and their Parameters

( string algorithm, string algorithm_directory, string mode, string
modedirectory)

string mcrypt_create_iv

{ int size, int source)

int merypt_get_iv_size

{ resource td)

int mcrypt_get_key_size

( resource td)

int merypt_generic_init

( resource td, string key, string iv)

string merypt_generic

( resource td, string data)

bool mcrypt _genenc deinit

{ resource td)

bool mcrypt_module_close

{ resource td}

Listing 8.14 shows the use of different symmetric functions to encrypt the data:

Listing 8.14: Using Symmetric Encrypted Functions

<?php

srand((doub'ie)mcrot‘me()*lﬂOOOGD b : B
$td = merypt_module open(MCRYPT_RIJNDAEL_ZSG ', MCRYPT_MODE.CFB, "'J};
$iv = merypt_create. ivimerypt_enc_get_iv_size(Std), MCRYPT_RANDY; "~ .~
$ks = mcryptienc_get_key size($td); ' .
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$key = substr(shal('vour Secret Key here'}, 0, $ks);

mcrypt_generic_init($td, Skey, $iv);

$ciphertext = mcrypt_generic{$td, 'This is very important data');

mcrypt_generic_deinit($td);

mcrypt_module_close($td);

print $iv . "\n": - ‘

print-trim($ciphertext} . "\n";

7> . : o
In Listing 8.14, the first function called is merypt_module_open(), which opens an encryption algorithm. It takes
four parameters, but we have given only two parameters, which are the name of the algorithm to use and the
type of block cipher.
The next function called is merypt_create_iv(), which creates an initialization vector for encryption.
Next, the merypt_enc_get_iv_size() function is called, which retrieves the key size of the specified cipher. Then,
the merypt_generic_init() function is used to initialize the buffers required to encrypt data. After this, the
merypt_generic() function is called to encrypt data, Next, the merypt _generic_deinit(} function is used to clear
the buffers. In the end, the merypt_module_close{} function is called to close the mcrypt module. The output of
the preceding listing is as follows:
| ATeTK. «0#¢20e§0A€0-A{YOTTY\ | 60k =) Prof~"K D AsZOlr - .-

Symmetric Decryption

After encrypting the data, you can decrvpt it using the same functions listed in Table 6.1, Let’s decrypt the same
code as we have encrypted in the preceding listing, as shown in Listing 8.15:

Listing 8.15: Using Symmetric Functions to Decrypt the Data

= <Fphp L
srand({double)microtime()*1000000 ); : [ R
$td = mcrypt_module_open (MCRYPT_RIINDAEL_256, '', MCRYPT_MODE_CFE, ''};

S merypt create_iv(mcrypt_enc_get_iv_sizeStd); MCRYPT_RANDY ; - -
3ks. = mcrypt_enc.get key size($tdd; - ... i.c 0l G R
Skey = substr(shal('Your Secret Key Here'},.0, .
merypt_generic_init(3td, Skey, $iv); L I
Sciphertext:= mcrypt_generic($td, 'This is very important data'); -
U merypt_generic deinit(Std); ST TRt S S
o merypt.generic_init($td, Skey, $iv): - :
~Splaintext = mdecrypt_generic($td, -Sciphertext):
mcrypt_generic_deinit($td); _ : '
merypt_module_close($td);
print $iv . "\a"; ) B
print trim($ciphertext) . "\n";
print trim($plaintext) . "\n";
7> :
In Listing 815, the mcrypt_generic_deinit() function is used to encrypt the data and then the
merypt_generic_init() function is used to decrypt the data. The output of the listing is as follows:

“Alell K. i#¢*6e§naE0-4{ yOU]V\ ¥ 6112E =2Rw),Pr.ii~"K") A4ZQir -
This is very important data

Ks);

S

Types of Encryption Algorithm
You can also use other encryption algorithms to encrypt the data, which are as follows:
0 MCRYPT_3DES

MEGRYPT_BLOWFISH

MCRYPT_DES

MCRYPT_RCe 128

MCRYPT_RCé6_192

000D
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MCRYPT_RCé6_256
MCRYPT_RINDAEL_128
MCRYPT_RIJNDAEL_192
MCRYPT_RIJNDAEL_256
MCRYPT_SERPENT_128
MCRYPT_SERPENT_192
MCRYPT_SERPENT_256
MCRYPT_TWOFISH_128
MCRYPT_TWOFISH_192
MCRYPT_TWOFISH_256

These algorithms are passed as a first parameter to the merypt_module_open() function. The Rijndael algorithm
is one of the most secured encryption algorithms. When the National Institute of Standards and Technology
(NIST) in the US wanted to develop a new governmental standard for encryption, known as Advanced
Encryption Standard (AES), they selected Rijndael for its encryption quality, speed of encryption, and ease of
implementation. However, there are two other algorithms in AES proposals, which are Serpent and Twofish.
Serpent is the most secure of the three, but it is three times slower than Rijndael. Twofish is an algorithm that can
encrypt data randomly.

| SR S S S I SR I R

Listing 8.16¢ shows how to use encryption algorithm. You can find listing 8.16 in \Code\PHP\Chapter
08\ Encryption Algorithm folder on the CD.

Listing 8.16: Using Encryphon Algonthm
<?php s '
_srand((doub1e)m1crot (}"1900000 ), L :
$td = mcrypt_madule open(MCRYPT_DES, 'f,MCRYPT‘MODE_CFB _")., Y .
$iv - mcrypt_cre te F(mce 't_enc_get,av size(itd). MCRYPT;ﬂANu)‘ '

mcrypt,_genem
“Splaintext = i
: mcrypt._gener'l c.__de1 ni
mcrypt.modu'le,,clase(&td)_,
print $iv . "\n";. T
print trim(§ciphertext) .. “<hrs";
' prTnt tr1m($p1a1ntext __;? :

TP -
The output of the precedmg is as follows

+bxied8~ MGAAYDOO\ «D{a«ydul:¥ pOvwiz
This is very important data )

Types of Block Cipher Mode
PHP offers various block cipher modes to split the plaintext into blocks that are equal to the cipher block size.
These blocks are encrypted individually. The different types of block c1pher mode are as follows:
0 MCRYPT_MODE_ECB
Qo  MCRYPT_MODE_CBC
0 MCRYPT_MODE_CFB
o MCRYPT_MODE_OFB
Let’s discuss all these in detail.
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MCRYPT_MODE_ECB

Electronic Codebook (ECB} splits the plaintext into blocks that is equal to the cipher block size, and encrypts
them separately, with no further processing. However, the problem with this is that if any of the plaintext blocks
are same, the encrypted version will also be the same, which makes hacking your encrypted data much easier.
Therefore, ECB is quite insecure, and not recommended.

MCRYPT_MODE_CBC
Cipher Block Chaining (CBC) works with the XOR operator and converts each plaintext into block that is crated
using XOR, and then encrypts it.

MCRYPT_MODE_CFB
Cipher Feedback (CFB) works with the XOR operator and converts each block of plaintext into the ciphertext.

MCRYPT_MODE_OFB

Output Feedback (OFB) creates a pseudo-random stream and then converts the plaintext into the ciphertext. OFB
reduces the occurrence of an error in transmission of the encrypted data, because an error in one OFB block does
not affect the other OFB blocks.

Listing 8.17 shows how to use the MCRYPT_MODE_OFB cipher mode:
Listing 8.17: Usmg the MCRYPT MODE OFB Clpher Mode

<Tphp. -
s rand( (doul.ﬂ e}m croti me() *1000000

Std mcrypt,modu'l e_open(ncavpr_oas

g 'mcrypt.genenc.-mit(!td, $key,

o Splaintext = mdecrypt._generwc(s ]

| merypt_genertc deinit($td) ;"
'mcrypt_mdu?e_c‘iose(ud), P

&

Let’s now learn how to conflgure PHP security.

Configuring PHP Security

Yu can configure PHP security to reduce the risk of hackers gaining unauthorized access to your application.
You can set various PHP configuration directives to configure PHP security. These directives can be set in the
PHP configuration file, php.ini, or at run time, with the ini_set() function. The various directives available in
PHP are as follows:

Q disable_functions
disable_classes
allow_url_fopen
open_basedir
error_reporting

CoooaQ

display_errors
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O log_errors

0  expose_php

U max_inpuf_time

QO session.name

Let’s discuss all these in detail.

The disable_functions Directive

The disable_functions directive allows developers to disable certain built-in PHP functions, such as exec() and
passthru(), for security reasons.

The disable_classes Directive

The disable_classes directive allows developers to display certain PHP classes that pose a security risk.

The allow_url_fopen Directive

The allow_url_fopen directive determines whether or not a PHP script can read data of remote URLs. This data
is read by the file functions, such as file_get_contents(), include(}, or fopen().

The open_basedir Directive
The open_basedir directive allows developers to restrict all file operations of a particular directory and its
subdirectories within a PHP script. When this directive is enabled, a PHP script is not able to view the top-level
directory named in this directive. This directive is useful to restrict an application to a defined directory tree, and
reduce the possibility of its accessing or manipulating sensitive system files,

The error_reporting Directive
The error_reporting directive performs the same function, it allow the developer to control the error reporting
level. The PHP security suggests that in the most of the cases, this should be set to E_ALL, so that all errors
(notices and warning) are reported to the developer.

The display_errors Directive ,
The display_errors directive checks the errors reported by a script are actually displayed in the cutput. The PHP
manual recommends enabling this directive in development environments, but disabling it in production
environments, as hackers can often use the diagnostic information displayed in an error message to locate and
exploit vulnerabilities in your PHP code.

The log_errors Directive
The log_etrors directive specifies that the errors occurring in a PHP script should be written to a log file for later
analysis. In most cases, this directive should be enabled, especially if display_errors is turned off, so that you can
have record of the errors generated by a script.

The expose_php Directive
The expose_php directive determines whether or not PHP adds information about itself to the Web server
context. The PHP manual recommends disabling this directory to avoid providing potential hackers with
additional information about the capabilities of the Web server.

The max_input_time Directive
The max_input_time directive determines the maximum amount of time a PHP script has taken to receive and
parse input data, including data passed through the GET and POST methods. A limit on this time interval
reduces the time available to a hacker attempting to interactively create and transmit a POST or GET request.
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The session.name Directive

The session.name directive checks the name of the session cookies used by PHP to track user sessions. The name
of this cookie is PHPSESSID, by default. You can change the name of this cookie to make it difficult for attackers
to identify it and view its content.

You must restart the Web server to activate changes made fo the PHP configuration file, php.ini.

With this, we come to the end of the chapter. Let’s now summarize the main topics learned in this chapter.

Summary

In this Chapter, you have learned about cookies and sessions that are used to store data. The attributes, such as
expiraticn date, name-value, valid domain, valid path, and security flag, of cookies are also discussed in the
chapter. You have also learned about creating, reading, and removing cookies. Next, you have learned about
sessions. The chapter also discussed about starting, adding, reading, removing, and ending a session. Further,
you have learned to prevent a session hijacking. The difference between the cookies and sessions is also
explained in the chapter. You have also learned to protect data using various encryption algorithms. In the end,
you have learned about configuring PHP security that helps in securing data,

In the next chapter, we will discuss about new technology i.e. Java, used for creating web applications.

Quick Revise
Q1. True/False:

a.

- oan oo

e

—

Session is a combination of server-side cookies. False

A session creates a file in a temporary directory on the server. True

A PHP session is start by calling the session_start() function. True

The size of a cookie depends on the server. False

Cookies are created in PHP using the setcookie(} function. True

The ROT13 algorithm is a secure algorithm. False

It is possible to store an array in a cookie. True

Session variables are stored in associative array called $_SESSION []. True
merypt_generic_init() function initializes all buffers needed for decryption. False
Session Prediction refers to guessing a valid session identifier. True

Decrypting is the process of converting cipher text into plain text with the help of decryption key.
True

m. ROT13 algerithm is used rot13() function. False

B
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merypt_generic() function encrypts data. True

Hashing is the process of transforming data into a fixed-length value-that is a checksum of the data.
True

Public and private key are used in symmetric encryption. False

It is necessary to restart the Web server in order to activate changes made to the PHP configuration
tile, php.ini. True

MCRYPT_MODE_ECB stands for Electronic Code block. False
DES stands for Data Encryption Standard. True

SHAL1 generates the hash vaiues. True

RIJNDAEL algorithm is an unsecure encryption algorithms. False
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Q2.
Ans:

+ Cogkies has been st

Example:

What is Cookie? How it is create and read.

Cookies are used to store data in the remote browser and help to track or identify data returned to users
on the Web browser.A cookie is a small bit of information stored on a computer of a user by request from
a Web page. This information is constantly passed between the Web browser and Web server, the
browser sends the current cookie as a request to the server and the server sends updated data back to the
user as response. The size of a cookie depends on a browser but in general should not exceed 1K (1,024
bytes).

O Creating a Cockie— Cookies are creates by using the setcookie() function. The setcookie(} function

takes number of arguments, such as name value, expiration date, and domain name.

The output of the preceding example is as follows

O Reading a Cookie —The PHP $_ COOI(IE varlable is used to remeve a cookle value
Examnple:

The Outpu.t of t.he. pref:ediné e;(érhﬁle is as follows:

Q3.

Ans:

ysernane = fahy

What is session? How it is starting, addmg value, and readmg a session.

A session stores different information for each user accessing a Web site. A session includes server-side

and client-side cookies; where the client-side cookie contains a reference to the requested data on the

server. A session creates a file in a temporary directory on the server, where registered session variables
and their values are stored. This data is available to all the Web pages of the Web site when the user is
accessing the specified Web site.

O Starting and Adding a Session—Session variables are stored in an associative array called
$_SESSION]] {session global array). These variables can be accessed during the entire lifetime of a
session. A PHP session is easily started by makaing a call to the session_start() function. This
function first checks whether the specified session has already been started.

Session data is stored in the $_SESSION][], which means that each session variable, along with its
value, is one element in that array. You can add variables to this array similar to adding variables to
any array.

Example:

0O Readinga Séssion—After you have saved the session data, it Becomes available in the $_SESSION][]
along with the key of the variable name you gave it.

277



Chapter 8

J P ?} .,-u_‘-)_ PP

Q4.

Ans:

Q5.

Ans;

Ans:
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echo "My name is: ". _SJESSION{'.firstnme-‘] ¥ 7. $.SESSIONL ' lastnam

e '} "o // readmg a

The output of the precedmg example isas follows

<My hame 15 Rahul sharma.-

Describe the difference between the Cookle and Sesswn?
Differentiating Cookies and Sessions

Both cookies and sessions accomplish much the same task of storing data across Web pages on your Web
site. However, there are few differences between the working of cookie and session. Depending upon
your requirement, you can choose any one or combination of both.

Cookies can be set to a longer lifespan, which means data can be stored in cookies for months. Once the
data is stored in a cookie, it works smoothly when you have a cluster of web servers (a group of
independent web servers). Sessions are stored on the server, which means clients do not have access to
the information you store in the session, At the time of starting a session, user needs to provide a unique
ID for authentication and after successful authentication data is loaded on the Web page from the Web
server, Sessions are important when you do not want to share classified information with other users.
Also, session can store any amount of data whereas cookie can store only limited amount of data.

How to prevent Session Hijacking?

One of the fundamental principles of Web application security is not to trust data from any unknown er
unauthorized client. Therefore, the client must identify itself by sending a unique identifier. The issue of
identifying a client as an authorized client creates a fundamental conflict among developers wanting to
build secure, stateful applications. In fact, the session mechanism in any Web application is the most
vulnerable feature of that application, and session security is one of the most complex topics of Web
application security on any platform.

There are numerous types of session-based attacks. Many of these fit into a category called

impersonation (session hijacking), where a malicious user attempts to access another user's session by

posing as that user. At the very least, these types of attacks require that the malicious user obtain a valid
session identifier, because this is the minimum amount of information that must be used for
identification.

There are at least three ways that a valid session identifier can be obtained by an attacker:

O  Session Prediction— Refers to guessing a valid session identifier. This guess can range from a wild
guess to an educated one, depending upon the sophistication of the attack being used. With PHP's
native session mechanism, valid session identifiers are extremely difficult to predict, so this is
unlikely to be the weakest point in your implementation.

0O Session Capturing—Specifies a valid session identifier, which is much more common and there are
numerous types of attacks using this approach. When a cookie stores the session identifier, the Web
browser vulnerability might be exploited to obtain the session identifier. When a URL variable is
used, the session identifier is exposed, and there are many more potential methods to capture a
sessien. For this reason, cookies are generally considered to be more secure than URL variables.

O  Session Fixation —Specifies a method that tricks a user to select a session identifier already chosen
by the attacker. Session fixation attacks attempt to exploit the vulnerability of a system which allows
one user to set session identifier for another user. Most session fixation attacks are Web based, and
rely on session identifiers, which accepts URLs (query string) or POST data.

What is symmetric encryption and decryption?

There are many users waiting on the Internet to gain unauthorized access to your information and

misuse it. Therefore, practicing encryption, both for data you store locaily and you exchange with your

clients, is not only recommended but it is a staple requirement to safeguard the data while working on
the Internet. The easiest way to protect your data is to hash it, but to get true protection you need full
encryption.
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Encryption is the process of collecting data (referred as plaintext) and encrypting the data into an
unrecognizable format known as cipher text. On the other hand, decrypting is the process of converting
cipher text into plain text with the help of decryption key. Without decryption key it is very difficult to
decrypt the data.

Symmetric encryption uses a secret key that can be a number, word, or string of random letters, which is
applied to the data to change the content in unreadable form.

Example

srand((doub’le)m mtme()-*loooﬂﬁd )' :

The output of the precedlng example is as follows
NUOYUOW-rsOA-QDE walo\3ALBbECEY - BaAT6k GywADN, wiH, €. TR R e

Symimetric decryption, after encrypting the data, you can decrypt the data using the same functions and
same key.

Q7.  Explain how many fype of block c1pher modes used in PHP"
Ans;  PHP offers various block cipher modes to split the plaintext into blocks that are equal to the cipher block
size. These blocks are encrypted individually. The different types of block cipher mode are as follows:

O MCRYPT MODE_ECB—Electronic Codebook (ECB) splits the plaintext into blocks that is equal to
the cipher block size, and encrypts them separately, with no further processing. However, the
problem with this is that if any of the plaintext blocks are same, the encrypted version will also be
the same, which makes hacking your encrypted data much easier. Therefore, ECB is quite insecure,
and not recommended.

279



Chapter 8

Q8.

MCRYPT_MODE_CBC—Cipher Block Chaining (CBC) works with the XOR operator and converts
each plaintext into block that is crated using XOR, and then encrypts it.

MCRYPT_MODE_CFB — Cipher Feedback (CFB) works with the XOR operator and converts each
block of plaintext into the ciphertext.

MCRYPT_MODE_OFB— OQutput Feedback (OFB) creates a pseudo-random stream and then
converts the plaintext into the ciphertext. OFB reduces the occurrence of an error in transmission of
the encrypted data, because an error in one OFB block does not affect the other OFB blocks.

Explain how to configure PHP security?

Configure PHP security is used to reduce the risk of hackers gaining unauthorized access to your
application. You can set various PHP configuration directives to configure PHP security. These directives
can be set in the PHP configuration file, php.ini, or at run time, with the ini_set() function. The various
directives available in PHP are as follows:

Q

Q

The disable_functions Directive—The disable_functions directive allows developers to disable
certain built-in PHP functions, such as exec() and passthru(), for security reasons.

The disable_classes Directive— The disable_classes directive allows developers to display certain
PHP classes that pose a security risk.

The allow_url_fopen Directive—The allow_url_fopen directive determines whether or not a PHP
script can read data of remcte URLs. This data is read by the file functions, such as
file_get_contents(), include(), or fopen().

The open_basedir Directive—The open_basedir directive allows developers to restrict all file
operations of a particuiar directory and its subdirectories within a PHP script. When this directive is
enabled, a PHP script is not able to view the top-level directory named in this directive. This
directive is useful to restrict an application to a defined directory tree, and reduce the possibility of
its accessing or manipulating sensitive system files.

The error_reporting Directive—The error_reporting directive performs the same function, it allow
the developer to control the error reporting level. The PHP security suggests that in the most of the
cases, this should be set to E_ALL, so0 that all errors (notices and warning) are reported to the
developer.

The display, errors Directive —The display_errors directive checks the errors reported by a script
are actually displayed in the output. The PHP manual recommends enabling this directive in
development environments, but disabling it in production environments, as hackers can often use
the diagnostic information displayed in an error message to locate and exploit vulnerabilities in
your PHP code.

The log errors Directive—The log_errors directive specifies that the errors occurring in a PHP
script should be written to a log file for later analysis. In most cases, this directive should be
enabled, especially if display_errors is turned off, so that you can have record of the errors
generated by a script.

The expose_php Directive—The expose_php directive determines whether or not PHP adds
information about itself to the Web server context. The PHP manual recommends disabling this
directory to avoid providing potential hackers with additional information about the capabilities of
the Web server. . _

The max_input_time Directive —The max_input_time directive determines the maximum amount
of time a PHP script has taken to receive and parse input data, including data passed through the
GET and POST methods. A limit on this time interval reduces the time available to a hacker
attempting to interactively create and transmit a POST or GET request.

The session.name Directive --The session.name directive checks the name of the session cookies
used by PHP to track user sessions. The name of this cookie is PHPSESSID, by default. You can
change the name of this cookie to make it difficult for attackers to identify it and view its content.
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Chapter 9

You may have worked on different types of applications while performing your day to day activities on a
computer. These applications can be categorized into different categories according to the technologies and
platforms being used by the applications. At a broader level, the applications can be categorized into two
_categories, Windows applications and Web applications. Windows applications are standalone applications and
function on different computers individually; whereas Web applications run on a server and are accessed by
multiple clients. With the advent of new Internet technologies, the number of users interacting with different
Web applications has increased. As a result, the number of Web applications that need to be developed for
various purposes is increasing day by day. These Web applications can be developed by using different
technologies such as ASP.Net or Java Servlets.

Before we start describing different Java technologies, which are used to develop different components involved
in the functioning of a Web application, we need to discuss various aspects of a Web application in detail. In this
chapter, we learn about a brief introduction of different Java technologies available and used to develop Web
applications.

Introduction to Web Applications

A Web application can be defined as an application that can be accessed through the Internet using a Web
browser. You must have interacted with some Web applications that process your input data and provide you
with the required information. For example, the official Web sites of different banks provide information about
clients and their accounts, in addition to allowing different transactions online. In other words, we are talking
about a Client-Server based application that runs on a server and is accessed by multiple client computers.

" In earlier times, a client-server application had its own client programs. A client program served as a user
interface to the client and needed to be installed on every client computer. However, with the advent of Web
applications, client-server applications have changed a lot. A Web application provides a series of Web pages to
a client; and these Web pages can be accessed by all types of clients using any browser of their choice. Usually,
Web page is delivered to the client as a static document, but the sequence of Web pages, one after anothe.,
provides an interactive environment to the client. In addition, you do not need to install separate client programs
on all client computers as the Web browser being used interprets and displays all the Web pages and works as a
common client for a Web application. This reduces the time to develop Web applications without spending t'
on creating separate client programs supported by different platforms.

Let’s now discuss various technologies used to develop Web applications in Java.

Exploring Java Based Web Technologies

Java Servlets and Java Server Pages (JSPs) are also referred to as Web technologies. They can be combined
together to design efficient content publishing systems that support separation of presentation and business
logic of Web applications.

While building the server-side Web applications, we separate the presentation and the logic. This allows the less-
experienced Web designers to generate the Web pages with dynamic content easier and faster. This separation
process is highly beneficial where content changes frequently, and helps present new information to Web site
visitors faster.

Earlier, Web applications faced maintenance problems. Using the Model/View/Controller (MVC) paradigm for
building user interfaces has solved this problem. In MVC, the back-end system is the Model, the templates for
creating the look and feel of the response is the View, and the code that combines them all together is the
Controller. Sun Microsystems introduced two solid technologies for implementing MVC architecture, which are
Java Servlets and JSP. JSPs fit perfectly into this solution as a way of creating a dynamic response or View.
Serviets contain the logic for managing requests and act as the Controller, while the existing business rules act as
the Model. Since the introduction of Java Servlet and JSP technology, additional Java technologies and
frameworks for building interactive Web applications have been developed. In this section, we briefly introduce
some Java based Web technologies, which are:

0O  Servlets
a jsp
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Both Servlets and JSP use Java Database Connectivity (JDBC) for handling database operations in
Web applications. Therefore, before starting discussion on Servlets and JSPs, let’s first understand what JDBC is.

Describing JDBC
JDBC™ is a specification from Sun Microsystems, and provides a standard abstraction (API / Protocol) for Java
applications to communicate with different relational databases. It is based on X/Open Call Level Interface (CLI}
and uses Structured Query Language (SQL) as its database access language. Before the advent of JDBC, if an
application needed to interact with a database, the interaction was carried out by using Native Libraries
provided by database vendors and Open Database Connectivity (ODBC) APL

However, there are many disadvantages of using these approaches to interact with a database. These are as
follows:
Q Disadvantages of Native Libraries provided by database vendors:
e  Application becomes vendor dependent
e  Application has to use Java Naming and Directive Interface (JNDI) to interact with Native Libraries,
which may cause serious problems for platform independency in Web applications
e If there is any problem in the Native Library being used, it may destroy the Java Virtual Machine
(JVM); that is, bugs in Native libraries used can crash the JVM
0 Disadvantages of using ODBC API
+ ODBC API can solve the problems raised by Native Libraries as it provides a common AP to interact
with any database that has an ODBC Service Provider's implementation written in Native APL. ODBC
API requires a Data Source Name (DSN) to be configured on each computer that interacts with the
database.
¢  InODBC, data and SQL call statements are passed through the ODBC layer, which may slow down the
data transfer speed. Therefore, ODBC APl is slower than the Native Libraries approach.
To solve the preceding problems, we require a generic Java abstraction that allows Java applications to
communicate with different databases. To meet this requirement, Sun Microsystems has come up with a
common specification AP, and this specification is called JDBC.

Exploring the JDBC Architecture
The JDBC API supports both 2-tier and 3-tier applications. First, let's discuss about the 2-tier architecture, as
shown in Figure 9.1:

Java Application
Client Machine

JDBC

DBMS-proprietary protocol

Database server

Figure 9.1: Displaying the JOBC 2-tier Architecture

As shown in Figure 9.1, in the 2-tier architecture, a Java application directly communicates with the data source
using JDBC APls. The communication requires a JDBC driver that accesses the particular database. The client
‘tomputer (on which the Java application is running) delivers the commands to the database or other data source
and the results are sent back to the client computer by the database server (Server computer). The database or
data source may be located on the client’s computer or on another computer connected through a network. This
is referred as the client-server configuration.

Now we consider the 3-tier architecture, as shown in Figure 9.2:
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tlovay m;lrnn:wh’l::
oBc

DBMS-proprietary projfocol

Datahasy server

Figure 9.2: Displaying the JDBC 3-tier Architecture

As shown in Figure 9.2, in the 3-tier architecture, the client delivers the command to a middle tier, which then
sends the command to the database or other data source. The data source then processes the commands and the
results are sent back to the middle tier. The middle tier then sends the results back to the client. Here, the middle
tier implements the JDBC driver to interact with the particular database.

Therefore, if we want to communicate with any database through JDBC, we need a JDBC driver, which
intelligently communicates with the respective database. Currently, more than 220 JDBC drivers are available in
the market and have been designed to corumunicate with different data stores. All these drivers are categorized
into four types, based on their implementation (that is, the approach to communicate with the data store). These
categories are popularly known as JDBC Type-1, Type-2, Type-3, and Type-4 Driver. We learn about these four
JDBC driver Architectures in Chapter 13, Java Database Programming.

Describing Serviets

Let’s now understand the evolution of Java Servlets. We can access simple, static HTML pages by using a Web
browser, which sends requests to a Web server. The Web server sends back the requested Web page stored on
the server by using HTTP. These Web pages are static, which means they exist in a constant state, for example, a
text file that does not change.

However, with changing technologies and requirements, we now need to design the Web server to process the
data given by the client and display dynamic content to the client. To add this dynamic behavior, we need to
develop applications that can run on the server, are integrated with the Web server, process client requests, and
generate the response content dynamically.

To meet this requirement initially, we have some proprietary solutions such as some APIs from various Web
server providers, which allow us to build programs that can run with Web servers. However, this approach to
build server-side applications results in the following problems:

Q The application becomes vendor dependent

0O Migrating the application from one server to another becomes difficult

O While developing the application, we have to decide the server on which the application has to be
deployed, and consequently, we have to learn the vendor specific API to develop the application,

CGI came up as a solution for the preceding stated problems. CGI is an open standard abstraction between
HTTP adapter (Web server) and an external application written by using any of the programming language,
such as C or C++, This external application is known as CGI application and is responsible to process client
requests and generate dynamic content,

Some of the benefits of CGI are as follows:

0 Simplicity —Easy to understand and implement.

O Open standards — Allows us to deploy the CGI application on different Web servers.

@  Architecture Independent —Does not depend on any particular Web server architecture.
@ Language Independent—Can be written in any language.
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O Process Isolation — Allows to run the CGI applications in a separate process, that is, outside the Web server

process. Consequently, if there is any bug in the CGI applications, it will not crash the Web server process.
In the CGI approach, the server creates and destroys the process for every request, which increases the workload
on the server and the time taken to process the requests. This, in turn, reduces the availability of the Web
applications. This approach works well for few clients, but as the number of clients increase, the Web server
using the CGI applications is not able to serve the clients. Therefore, CGI entailed the following problems:

O Low Performance

O  Poor Efficiency

Q Stateless support

Java Serviets came as an alternate to CGL, by providing high level, component-based, platform-independent, and

server-independent standards for developing Web applications in Java. Java Servlets technology provides a
simple, vendor independent mechanism for extending the functionality of Web servers.

Advantages of Serviets

The advantages of Servlets over other server-side extension abstraction, such as CGI, are as follows:

0  Servlets are faster than CGL

0 They use a standard vendor-independent API that is supported by numerous Web servers.

0O Servlets provide a high level API to programs.

DO They provide declarative security management support that allows us to easily build and modify the
security logic for server-side extensions.

Java Servlet extends the functionality of a Web server. Servlets function as applets that run on the server.

These are portable platform and Web server independent means to deliver dynamic content. A browser-

based application that calls the Servlets need not support the Java programming language. This is because

of the fact that the output of a Servlet may be of the HTML, XML, or any other content type.

O Servlets are written in the Java programming language. This allows Servlets to function on any platform
that has a JVM and a Web server that supports Servlets. Servlets can communicate directly with existing
enterprise resources by using generic APls, such as JDBC. Consequently, application development becomes
simple and easy.

O  Servlets are extensible, implying that by using Servlets, developers can extend the functionalities of a Web
application similar to any Java application. For example, a Controller Servlet is extended to become a secure
Controller. The functionalities of the original Controller are also retained along with the addition of new
security features.

O Servlets perform better than the CGI scripts. For example, once a Servlet is loaded into memory (a Servlet
can be loaded into memory once and then called as many times as needed without requiring additional
hardware.), it can run on a single lightweight thread; while CGI scripts must be loaded in a different
process for every request. Another benefit of Servlets is that a Servlet can maintain and/or pool connections
to databases or other necessary Java objects; which saves time in processing requests.

@  Servlets eliminate the complexity of retrieving parameters from an HTTP request; components have direct
access to parameters because parameters are presented as objects. With the CGl-based applications,
parameters submitted from a form are converted to environment properties, which must then read into a
program.

O  Servlets provide uniform APIs to maintain the session data throughout a Web application and interact with
user requests. We know that HTTP is a stateless protocol; means it does not maintain the state of user
requests. To overcome the limitations of Web applications due to the stateless nature of HTTP, we can use
session data to maintain the state of user requests.

@  Servlets are accessible with wide range of service APIs available under the Java platform; which aliows us
to solve complex problems by using a simple APL

]
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Describing JavaServer Pages (JSP)

We learnt that Java Servlets are used to develop server side extensions for presenting dynamic content to clients.
However, one important thing that we observe while using Java Servlet technology for creating dynamic views
is the numerous use of the out.println statements. These out.println statements make the Java Servlets’ code very
complex and difficult to understand. Most of the code lines in a Servlet contain static content presentation
statements (in the out.println statements) and contain very less java logic, which leads to the following problems:

We cannot take the advantage of the IDEs to design himl views, which increases the development time and cost
of developing an application.

We are not able to utilize the html designer services to prepare the presentation view; instead we need to depend
on Java programmers to prepare the views. In other words, the presentation views have to be built by respective
programmers.

To solve the preceding problems, we need to include additional instructions for processing dynamic content in
the HTML pages. Therefore, a page that includes some additional instructions has to be parsed and resolved into
a standard server side extension {or Servlet) that are understood by the Web container.

Tag based additional instructions to process dynamic content provide the foliowing advantages:

0 Can be easily used by the Web designers

Q  The format of tag based instructions are understood by the IDEs used to design the HTML views.

This requirement of tag based instructions has necessitated the introduction of JSP. The JSP technology clearly
differentiates the application logic and content. As a result, content providers are not required to have the
knowledge of the Java technology to update or maintain the content. Instead, they can design interfaces by using
the JavaBeans components and custom tags provided by Web Application developers, Stmilarly, Web
application developers do not need to be experts in user interface design to build Web applications. In addition
to the feature of separating the presentation and application content, the JSP technology provides all the benefits
offered by Java Servlets. .

Request Processing of a JSP Page

Let’s now describe how a Web container processes a JSP page to handle an incoming user request, as shown in
Figure 9.3:
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Figure 9.3: Displaying the Request Processing by JSP Page
Figure 9.3 shows how the requests are processed by a JSP page.
After understanding the request processing, let’s now explain the life-cycle of a JSP page.
Describing the JSP Life-Cycle
A Web container processes and manages JSP pages through a well-defined life-cycle that defines how a JSP page'

is translated, compiled, loaded, and initialized. The JSP lifecycle also defines how to handle and destroy user
requests.

The life-cycle of a JSP document is defined under five phases, which are:

0 Page Translation — Allows the Servlet container to translate the JSP document into equivalent Java code,
that is, Servlet.
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Q Compilation—Compiles the JSP page immediately after the page translation phase. In this phase, the
Servlet container compiles the Servlet into the Java byte {class) code. After compilation the class file is
generated, the container can decide to discard or retain the Java source code. In general, most of the
containers discard the generated }ava source code by default, unless the source code needs to be retained for
debugging.

O Loading and Initialization— Allows the Web container to load the generated and compiled Servlet and
create an object of the Servlet, If this phase is performed successfully, the Web container puts the Servlet
object into the active state, that is, makes it available and ready to handle requests.

Q@ Request Handling — Allows to handle the client requests, the Web container uses a JSP page’s Servlet object
that is initialized successfully. In this phase, the container creates the ServletReguest and
ServletResponse types of objects. If the client uses HTTP to send requests, the Web container creates the
HttpServletRequest and HttpServletResponse types of objects. The request object represents the
request (the requested data), and can be used to retrieve client information. The response object can be used
by the Servlet to generate the response. The Servlet then invokes the _jspService () method on the
Servlet object and passes the created request and response objects to the 3 spService () method.

Q Destroying— Allows the Servlet container to destroy the JSP page’s Servlet instance or end the services
provided by the Servlet instance. The Servlet container performs the following operations in this phase:

e It allows all the threads currently in the service method of the Servlet instance to complete their jobs.
Meanwhile, it makes this instance unavailable for new requests.

s After the current threads have completed their jobs, the Servlet container calls the destroy () method on
the Servlet instance. .

e  After the destroy method is executed, the Servlet container releases all the references of the Servlet
instance and makes it available for garbage collection.

Till now we discussed about the Web application technologies, now we will discuss about the architecture of the

Web applications.

Introducing Web Architecture Models -

Different programmers may design an application in different ways, each providing the same functionality.
Designing an application depends upon how the programmers recognize the problem and apply their respective
approach to solve it. Therefore, it becomes difficult for other programmers to understand the flow of a program.

Development models solve the problem of flow control and help other developers to understand the flow of a
program. They provide a standard way of flow control in an application and describe the technologies used in
different parts of the application. A development model facilitates the design process by separating the code
according to the functions performed by different components of the Web application.

Two types of development models are used in Java for Web applications. These models are classified on the
basis of different approaches used to develop Web applications. These models are:

0 Model 1 Architecture

O Model 2 Architecture

Let’s learn about these models in detail.

Describing the Model-1 Architecture

The Model 1 architecture, shown in Figure 9.4, was the first development model used to develop Web
applications. Perhaps this was the reason behind its name being coined as Model 1. This model uses JSP to
design applications; therefore, JSP is responsible for all the activities and functionalities provided by an
application. An application using the Model 1 architecture contains a number of JSP pages; with each page
providing different functionality and view to different users. Figure 9.4 show the Model-1 architecture;
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Figure 3.4: Displaying the Model-1 Architecture
In Model 1, Web applications are developed by mixing the business logic and the presentation logic. In this
model, J5P pages receive the HTTP requests, which are then transferred to the data layer through JavaBeans.
After the requests are serviced, a JSP page sends the HTTP response back to the client. A JSP page not only
contains the display elements, but also retrieves HTTP parameters, calls the business logic; and handles the
HTTP session.

Model 1 is page-centric and is suitable for small Web applications only. Web applications implementing Model 1
have a series of JSP pages; where the user navigates from one page to another. The Model 1 architecture is not
suitable for large Web applications because of its limitations, discussed in the following subsection.

Limitations of Model-1 Architecture

Despite its simple structure and easy to learn features, Model 1 was not successful to design large projects
because of some limitations. These limitations are as follows:

U  Applications are inflexible and difficult to maintain. A single change in one page may cause changes in
other pages, leading to unpredictable results.

@ Developer is involved in both the page development and the business logic implementation stage. There is
no provision for the division of labor between page designer and business logic developer.

O The complexity of the program increases with the increase in the size of a JSP page; therefore it becomes
difficult to trace the flow of control and debug the program.

0 Each page must be individually responsible for handling the Web application, verifying the input, and
ensuring security.

O A series of JSP pages are included in Model 1, which increases the maintenance effort required per page.

Describing the Model-2 Architecture

The drawbacks in the Model 1 architecture lead to the introduction of a new model, named Model 2.

The Model 2 architecture was targeted at overcoming the drawbacks of Model 1 and helping the developers to
design more powerful Web applications. Since it came after the advent of Model 1, it was named Model 2 to
recognize it as a part of the Model 1 series. Figure 9.5 shows the Model 2 architecture:
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Figure 9.5: Displaying the Model-2 Architecture

Originally, JSPs were introduced as an alternative to Serviets, as JSP is more powerful than Servlet. Developers
soon realized that JSPs and Servlets can be used together to develop a Web application. Servlets handle the
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control flow while JSPs handle HIML page creation. In due course of time, the approach of using JSPs and
Servlets together evolved as the Model 2 architecture. In Model 2, the presentation logic is separated from the
business logic. '

This design model is based on the Model-View-Controller (MVC) design model. As you can see from Figure 3.5,
the Model 2 architecture (or MVC) contains the following components:

O Model —Represents enterprise data and the business rules that specify how data is accessed and updated.
Model is generally implemented by using JavaBeans,

O View—Renders the contents of a model. It accesses enterprise data through the model and specifies how
that data should be presented. The View compoenent is designed by using JSP.

O Controller—Receives the HTTP requests. The Controller component receives requests from a client,
determines the business logic to be performed, and delegates the responsibility to produce the next phase of
the user interface to an appropriate View component. The Controller has complete control over each View;
implying that any change in the Model is immediately reflected in all the Views. The Controller component
is implemented by Servlets.

Advantages of Model 2 Architecture

So far Model 2 is the most successful development model to develop Web applications. It not only overcomes the
limitations of Model 1, but also provides new features that have their own advantages. The following are the
new advantages of the Model 2 architecture:

Q The business logic is designed by using reusable software components. That is, these components can be
used in the business logic of other applications.

O Model 2 offers great flexibility to the presentation logic. The presentation logic can be modified without
affecting the business logic.

O Each software component performs a different task. This makes it easier to design an application by simply
embedding these components in the application.

We learned earlier that the Model 2 architecture resembles the classical Model-View-Controlier (MVC)

architecture. The detailed description of the MVC architecture is presented in the next section.

Introducing the MVC Architecture

Today, a Web application may need to interact with different types of clients with different types of user
interfaces. A Web application may require representing an HTML view to an ordinary customer, a WML view to
a wireless customer, a JFC/Swing view to the administrator, and an XML view to some other type of client.

When a Web application needs to support only one type of client with one type of interface, it is always a good
idea to combine client-specific data and business logic with the interface-specific logic. However, if this type of
approach is used for Web applications that require interaction with multiple types of clients, it would require
different applications to support each type of client. This leads to the repetition of non-interface specific code in
the interface-specific code, which further leads to increased effort in designing, debugging, and maintenance of
Web applications.

The solution of this problem is to use the MVC architecture while designing Web applications. The idea behind
the MVC architecture is to separate the core business model functionality of the Web application from the
presentation and control logic of the interface-specific application. With this sort of arrangement, it is possible to
see multiple views of the same data model of the Web application. Under this architecture, data (Madel) and
user interface (View) are separated from each other so that any change in the user interfaces does not affect the
data in the database, and vice-a-versa. The three components of the MVC, the Model, the View, and the
Controller, must communicate with each other if the Web application needs to ensure a coherent interaction with
the user. The communication between the View and the Controller is straightforward because these two
components are specifically designed to work together. However, the Model communicates in a more subtle
manner. Figure 9.6 shows the interaction among the various MVC components:
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Figure 9.6: Displaying the Interaction among the MVC architecture components

In Figure 9.6, inferaction among three components of MVC architecture, i.e. Model, View, and Controller, is
shown.

Let’s learn more about each of these components next.

Describing the Model/ Component

The Model displays the data on which an application is based. In a Web application, Java beans hold the data
needed by the Web application. Events sent to the Web Controller serves the basis for all modifications to the
data. Model represents the data and the business logic of the application and has no concern with the
presentation of the application. MVC does not provide the specification for data access logic. It performs its
interfacing with other components with a set of public methods,

An application may have many states that need to be stored somewhere. These states are encapsulated by the
Model component of the application. All the functionalities and features of the application are provided by the
Model. The application behaves according to the business logic of the application, implemented by the Model.
All the Views associated with a Model are notified immediately regarding any state change in the Model, and
this change is reflected in all the Views.

Describing the View Component

A View presents the data represented by the model in a way that is targeted at a specific type of client. Most
Web applications support a number of different views, The same Model can have a Swing view or a Web view.
The View for a Web application consists of [SP files, which have the sole responsibility to display the Model
data.

The View provides Graphical User Interface (GUI) for the Model. The user interacts with the application through
a View. It represents the information based upon the Model and provides the user with an ability to alter the
data. A Model can have multiple Views. The information provided by the Model has a different meaning for
different users and is interpreted by them in different ways. The View is responsible for represenlmg the
information to the user in a form understandable by him/her.

O  The Model manages the database, whose content can be changed and updated frequently. Any change in
the database must be reflected to the user as soon as possible. Therefore, the View communicates with the
Model to get the state change information in case any change takes place in the database, The user, if he/she
wishes to modify the content of the Model, does not communicate with the Model directly. The user
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communicates with the Model through the View, which further communicates with the Controller
regarding the user input. The Controller then makes the required changes in the Model and also notifies all
the other associated Views.

Describing the Controller Component

The Controller is responsible for controlling all the Views associated with a Model. When a user interacts with

the View and fries to update the Model, the Controller invokes various methods to update the Model. The

Controller also controls the data flow and transformation between Model and View.

The behavior of a Web application is determined by the behavior of the various MVC components. The

interaction among various components is managed by the Controller. The Controller, by controliing the flow

among these components, determines the way the application should perform the intended tasks.

Let’s understand how the Controller performs its role when a user needs to change the data stored in the Model.

If the user wishes to change this data, it sends a request to the Centroller, which further consults the Model to

update all the Views. The process followed to change the data is as mentioned:

Q@  The user sends a request through an interface provided by the View, which further passes this request to
the Controller. ‘

0O  The Controller receives the input request coming from the user through the interface provided by the View.

O The Controller processes the request according to the Controller logic, and if no access to the Model is
required, it moves to step 5.

@ The Model is accessed and modified, if required. The Model then needs to notify all the associated Views
about the modification.

O The View presents a user interface according to the modified or original Model, as the case may be.

O  The View remains idle after the current interaction and waits for the next interaction to begin.

O  This process is repeated again in the same way with every new request.

Summary

In this chapter, we learned how Web applications can be made more flexible and maintainable through the use
of Java-based Web technologies such as Servlets and JSP, which are used to generate dynamic content in a
portable and scalable manner. Next, we learned about the Web architecture and Web models. In addition, we
learned that Web applications should be developed by using modular components. These components include
Servlets, JSP pages, JavaBeans components, and Tag libraries containing custom tags. Depending on the
composition of your development team, time constraints, and application architecture, the use of JSP pages and
Servlets will differ.

Finally, we learned about the MVC architecture, which allows the separation of business logic, data, and
presentation logic. In this architecture, the Controller, which is a Servlet, stores all the business logic. The View,
normally a JSP page, contains all the code for presentation. The Model is implemented by using pure Java class
or bean class. The different objects in the application, such as Controller, Model, and View, are reusable and
make applications highly scalable.

In the next chapter, we learn about the Java Beans in detail.

Quick Revise
Q.1. What is a Web application?

Ans: A Web application can be defined as an application that can be accessed through the Internet using a
Web browser and Web protocols such as HTTP.

Q.2.  What does CGI stand for?
Ans:  CGI stands for Common Gateway Interface.
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Q.3.
Ans;

Q4.

Ans:

Q.5.
Ans:

Q.6.
Ans:

Q.7.
Ans:

Q..
Ans:
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What is CGI?

CGI is an open standard abstraction between HTTP adapter (Web server) and an external application
written by using any of the programming language such as C or C++.

State one benefit of CGIL.

CGl is not dependent on any particular Web server architecture,

What lead to the introduction of Java Servlets?

Java Servlets came as an alternative to CGI, by providing high level, component-based, platform-
independent, and server-independent standards for developing Web applications in Java.

Why was JSP introduced?

The requirement of tag based instructions has necessitated the introduction of JSP.

What is MVC?

MVC stands for Model, View, Controller, and is an architectural pattern that divides the complex system
in three important tiers/layers named Model, View, and Controller.

What are Model-1 and Model-2 architectures?

Model-1 and Model-2 are the development models used to develop Web applications.
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JavaBeans are Sun’s answer to Microsoft’s ActiveX controls. Beans are reusable code components written in Java
that you can use in a variety of programming environments, including third-party programming environments,
In fact, they work much like ActiveX controls, exposing properties, methods, and events to other code
components. Using beans, you can create your own new Java “controls,” such as buttons that turn colors when
you click them or stock tickers that download information from the Internet.

JavaBeans is designed to be used in application builder tools, which are programming environments that allow
you te configure beans. One such tool, the beanbox, comes with the Sun Bean Development Kit (BDK), which you
can download and install from java.sun.com. We use the BDK in this chapter to construct and use beans as
reusable code components, which you can be used in creating applications.

JavaBeans is very important for the Java users, as they allow you to build complex systems from software
components. These components may be provided by you or supplied by one or more different vendors.
JavaBeans defines an architecture that specifies how these building blocks can operate together.

If you want to understand the value of Beans in a better way, then consider the following example, In the
construction of a system, hardware designers perform a very important function —bringing wide variety of
components together to construct a system. The examples of simple building blocks are resistors, capacitors, and
inductors. More advanced functionality is provided by the integrated circuits. All of these different parts can be
reused. It is not necessary or possible to rebuild these capabilities each time a new system is needed. Moreover,
in different types of circuits the same pieces can be used. This is possible only because the behavior of these
components is understood and documented.

The software industry has also been seeking the benefits of reusability and interoperability of a component-
based approach. A component architecture is needed that allows programs to be assembled from software
building blocks, perhaps provided by different vendors to realize these benefits. It is also a must for a designer to
select a component, to understand about it and how to make it available. Then, it must be easy to incorporate
this functionality into existing code. Fortunately, such architecture is provided by JavaBeans.

This chapter explains various concepts related to JavaBeans, such as introspection, customizers. In addition, the
APl of JavaBeans is also discussed. You also learn the implementation of the bound and constrained properties
in this chapter. Towards the end the chapter explores the Bean Info interface.

Introducing JavaBeans

A JavaBean is a software component that has been designed for reusability in different environments. Regarding
the capability of a bean there is no restriction. It can perform different types of functions, such as obtaining an
inventory value, forecasting the performance of a stock portfolio. A Bean may be designed to work
autonomously on a user’s workstation or to work in corporation with a set of other distributed components, An
example of a Bean that can execute locally is the software that generates a pie chart from a set of data points.
However, it is necessary that a Bean which provides a real-time price information from a stock or commodities
exchange would need to work in corporation with other distributed software to obtain its data. The following
are the key concepts of a Bean:

Q  Firstly, the builder tools discover a Bean’s features (that is, its properties, methods, and events) by a process
known as introspection. Beans support introspection in following two ways:
* It provides support by adhering to specific rules, known as design patterns, at the time when
naming Bean features. The Introspector class examines Beans for these design patterns to discover
Bean features. This class relies on the core reflaction APL
* It provides support by explicitly providing property, method, and event information with a related
Bean Information class, which implements the BeanInfo interface. Again, a BeanInfo class
explicitly lists those Bean features that are to be exposed to application builder tools.
Q0 Properties are the Bean’s appearance and behavior characteristics, which can be changed at design time.
Builder tools introspect on a Bean to discover its properties, and expose those properties for manipulation.
0 Beans expose properties so that, they can be customized at design time. In this case, customization is
supported in two ways — using property editors; by using more sophisticated Bean customizers.
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D Beans use events in order to communicate with other Beans. A Bean that wants to receive events (ie a
listener Bean) registers its interest with the Bean that fires the event (i.e. a source Bean). Builder tools can
examine a Bean and determine which events the Bean can fire {send) and the one that it can handle
(receive).

Q  Persistence enables Beans to save and restore their state. Once you’ve changed the Beans properties, you
can save the state of the Bean and restore that Bean at a later time. Remember that, property changes remain
intact. JavaBeans uses Java Object Serialization to support persistence,

O A Bean’'s methods are similar to the methods of Java methods. This method can be called from other Beans
or a scripting environment. By defanlt all public methods are exported.

Although Beans are designed to be understood by builder tools, all key APIs, including support for events,

properties, and persistence, have been designed to be easily read as well as understood by programmers. The

component technology is brought to the Java platform by the JavaBeans. You can create reusable, platform-
independent components with the JavaBeans APL You can combine these components, using JavaBeans-
compliant application builder tools, into applets, applications, or composite components. Beans are known as

JavaBean components.

You require Beans Development Kit (BDK} for the development of JavaBeans. The BDK is available free on the
Web. In addition to this, you will need the Java Development Kit (JDK).

After understanding the basic concepts of a Bean, let's now describe the advantages of JavaBeans.

Advantages of JavaBeans

The JavaBean technology plays a very important role. The following are the benefits that JavaBean tecfmology
provides for a component developer:

Q  All the benefits of Java’s “write-once, run-anywhere” paradigm are present in the Bean.

O The properties, events, and methods of a Bean that are exposed to another application, such as a builder
tool, can be controlled.

O To help configure a Bean, auxiliary software can be provided. This software is only needed when the
design-time parameters for that component are being set. In the run-time environment, it does not need to
be included.

O  Inthe persistent storage, the configuration settings of a Bean can be saved and restored at a later time,

O  You can also use Bean to register the receive events from other objects and generate events that are sent to
other objects.

Introspection
Introspection is present at the core of JavaBeans. Introspection is the process by which a builder tool analyzes
how a Bean works and also differentiates Beans from the typical Java classes. As Beans are coded with
predefined patterns for their method signatures and class definitions, tools that recognize these patterns can
determine properties and behavior of the Beans. i

You can define introspection as the process of analyzing a Bean to determine its capabilities. As it allows another
application, such as a design tool, to obtain information about a component, therefore, it is an essential feature of
the Java Bean APL The JavaBean technology cannot operate without introspection.

There are two ways by which the developer of a Bean can indicate which of its properties, events, and methods
should be exposed by an application builder tool. The simple naming conventions are used with the first
method. These allow the introspection mechanisms to infer information about a Bean. In a second way, an
additional class that extends the BeanInfo interface is provided that explicitly supplies this information.

Customizers
The role of the customizer, which is provided by a Bean developer, is to help another developer configure the
Bean. A customizer can provide a step-by-step guide through the process that must be followed to use the
component in a specific context. Online documentation can also be provided. To develop a customizer, a Bean
developer has greater flexibility to differentiate his or her product in the marketplace.
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After having a basic understandability about JavaBeans, let’s explore the interfaces and classes of the java.beans
package.

The JavaBeans API

Table 10.1 descnbes the functlonahty of the interfaces of the j ava. bean-s package

Table 10 1 The Interfaces of the java beans Package

Provides exphc1t mformahon about the methods, properhes and events of a bean. A bean

g
¢ implementer who wishes to provide the explicit information about a bean may provide a
Bean]nfo class that 1mp1ements th:s Beanlnfo mterface
» Customlzer : Prov1des a complete custom GUI for custormzmg a target ]ava Bean
@ - o et SLLA A S
: DesignMode i Implemented by, or delegated frnm instances of java.beans. boancontext BeanContext, in
! order to propagate to its nested hierarchy of java.beans.beancontext. BeanContextChild
i { instances, the current “designTime” property.
‘ ExceptlonLlstener ! Notifies for the internal exceptions,
PmpertyChangeLlstener ; Gets fll‘(:d whenever a bean changeq a “buund" propertv
. PmpertvEdltor : Pr0v1des support for GUls that want to a[low users to ed1t a property value of a gwen tvpe
Vetoab]eChangeLlstener Gets fu'ed whenever a bean changes a cormtramed" pruperty

SRR i 1R T a2 e et s s R [T

Visibility 4 Ailowe the Bean to run on servers where a GUl is not available.

e e T S R e SR

Table 10.2 describes the functxonahty of the classes of the ] ava. beans package

i Table 10. 2 The Classes of the ] java. beans Package

AR

"bcan",

Provides global information about a
displayName.

SR inc ok e s E S

Beans : Pro\ndes some general purpose beans contro] methods

BeanlDescriptor

including its Java clas

DefaultPerﬂLstenceDelegate Prowdes the concrete 1mplementatlon of the abstract PerslstenceDelegate
I class. It serves as a delegate, which is used by default for the classes for which no
mformanon is available.

PP -

Encoder Used to create files, or streamb that encode the state of a collection of JavaBeans
in terms of thelr public APTs.

EventHandler Provides support for dynamlcally generating event listeners whose methods
execute a simple statement involving an incoming event object and a target object.
EventSetDescriptor Describes a group of events that a given JavaBean fires.
Expressicn Represents a primitive expression in which a single method is apphed to a target
and a set of arguments, to return a result.
; FeatureDescriptor Serves as the common baseclass for the FropertyDescriptor,
! EventSetDescrlptor, and MethodDescrlptor classes,
| Indexedpro cpertyChangeBvent ! Delivers the “Indexedpropertychange event whenever a component that |
conforms to the JavaBeans specification {2 “bean™ changes a bound indexed |
property.

i N

IndexedPropertyDescriptor Describes a property that acts llke an array and has an mdexed read and/or

* indexed wnte method to access specific elements of the array.

ER R e
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' Table 10.2: The Classes of the java.beans Package

Introspector

Provides a standard way for tools to learn about the properties, events, and
methods supported by a target Java Bean.

. MethodDescriptor

Describes a particular method that a Java Bean supports for external access from
other components,

ParameterDescriptor

Allows bean implementers to provide additional information on each of their
parameters, beyond the low level type information provided by the |
java.lang.reflect.Method class. i

i PersistenceDelegate

Takes the responsibility for expressing the state of an instance of a given class in
terms of the methods in the class’s public APL

FropertyChangeEvent

i

Delivers the “PropertyChange” event whenever a bean changes a “bound” or ¢
“constrained” property. :

PropertyChangelistenerProxy

Extends the EventlistenerProxy specifically for adding a named
PropertyChangelistener,

Ry

PropertyChangeSupport

PropertyDescriptor

.
.
i

Used by beans that support bound properties.

o mamine e

PropertyEditorManager

Describes one property that a Java Bean exports via a pair of accessor methods, 5

e e ok s A R

Used to locate a property editor for any given type name.

?’;.k—\-k\-\l'\.

" PropertyEditorSupport

Help build property editors.

SimpleBeanInfo

Serves as a support class to make it easier for people to provide BeanInfo
classes.

Statement

Represents a primitive statement in which a single method is applied to a target
and a set of arguments,

VetoableChangelistenerProxy

associating  a

Extends the EventListenerProxy
VetoableChangeListener with a “constrain

specifically  for
" property.

VetoakbleChangeSupport

Used by beans that support constrained properties.

© XMLDecoder

Used to read XML documents created using the XMLEncoder and is used just
like the Object InputStream.

XMLEncoder

S B s

Serves as a complementary alternative to the ObjectOutputStream and can
used to generate a textual representation of a Java Bean in the same way that the
ObjectOutputStream can be used to create binary representation of
Seriaiizable objects.

O —

In this chapter, you will create a number of JavaBeans —from simple ones to ones that suppert properties and
methods and let users embed other controls inside them,

The way you create beans varies a little among operating systems because the BDK differs a little among operating
systems. In this chapter, we use the BDK for Windows.

Designing Programs Using JavaBeans

After you've downloaded and installed the Bean Development Kit (BDK), you can work with beans in the
beanbox tool that comes with the BDK. Assuming that you've installed the BDK (the default path varies by
system), you can open the beanbox; for example, in Windows, you use the run.bat file in the beanbox directory.
When you run this batch file, the beanbox opens, as shown in Figure 10.1:
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Figure 10.1: Displaying the BeanBox and other Related Windows

In Figure 10.1, you can see the available beans in the toolbox on the left. When you add beans to an application,
they’ll appear in the beanbox window next to the toolbox. You can also use the Properties window to set the
properties that have been designed into a bean, and you can use the Method Tracer window to handle method
execution, This section demonstrates how to work with beans.

Click the Juggler bean in the toolbox, which changes your cursor to a cross. Next, “draw” a Juggler bean in the
beanbox by dragging the mouse (this bean displays the Java mascot image “juggling” coffee beans). Do the same
for the bean named OurButton. Figure 10.2 shows the Juggler and button beans:

[y B

Pl Edn

Figure 10.2: Creating Beans

You can connect the beans in a beanbox, thus creating a single application from several beans. For example, you
can connect the button to the Juggler bean so when you click the button, the juggler will stop juggling. First, click
the button bean in the beanbox. The Properties window will display the properties you can set for this bean,
including its label —if you want to enter a new label for this button {such as “Click Me”), you can do it in the
Properties window. To make the button do something when you click it, select the
Edit-»Events->action-> ActionPerformed menu item from the BeanBox window. When you do, a red line
appears between the mouse location and the button. Stretch that line to the Juggler bean now and click the
Juggler bean, as shown in Figure 10.3:
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Figure 10.3: Connecting one Bean to Another
When you click the Juggler bean, the Event Target dialog box appears, as shown in F igure 10.4:

T

+ Aol by
-~ lasray
| Lanatie
“Jeslapmin

rnnm
trige -

Figure 10.4: The EventTarget Dialog Box
Figure 10.4 shows the available methods you can call in the Juggler bean when the button is clicked. For this

example, choose the stopJuggling method to make the juggler stop juggling; then, click on OK to close the
Event Target dialog box.

Now, when you click the button in the beanbox, the juggler will stop juggling. After creating a simple
application, let’s discuss how to create you own JavaBean.

Creating a Java Bean

This section helps you to create a simple Java Bean to demonstrate how beans work and this bean is used in the

rest of the chapter. This bean will just draw itself in red, and when you click it, it displays a count of the number
of times it has been clicked.

We place this bean in the BDK's demo directory, so let's create a directory mamed bean in the
beanbox\ demo' sunw'\ demo folder and store the class files for this bean in that directory. Listing 10.1 provides
the code for the beanjava file (you can find the beanjava file in the code\Java EE\Chapter 10\ bean folder on
CD}:
Listing 10.1: The bean.java File
package sunw.demo.bean;
import- java.awt.*; ’
import java.awt.event.*; o
public ctass hean extends Canvas
{
int _count; -
public bean()
{
addMouseListener(new MouseAdapter()
{
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pubtic void mousepressed(MauseEvent me)

{ : :
clicked(};
} S , | g o
count = 0; . ) . -

setsize(200, 100)::

}
pubTic void clicked()
{ K .
L Count++; _
repaant(}. i

pubﬁc void pamt(Graphics g)
{

pimension dimension = getsize(),
int keight = dimension. heighty - o
int width = dimension.wid
g setColor(new c°1or(255
g.fi11Rect(0, 0, --widt
a. setcnlor(new color(d, 0,
g drawStrmg(“chck count

£ i')).:::::'.w
<he

1,

+ 'count,. 50

In Listing 10.1, the Canvas class is used to draw the bean. Then, the mouse listener is added to the canvas to
record mouse clicks, and the size of the canvas is set. You must remember that we have not created a bean yet;
instead a component is created. Compile the bean java file; the bean.class file is generated with the fully qualified
path. After creating the component, let’s now create the manifest file for the bean class.

Creating a Bean Manifest File
To use a bean, you have to store the class file(s) and manifest file in a JAR file. You use the manifest file to
indicate which classes are beans. To show you how this works, let’s create a manifest file, bean.mft, for the bean
class created in the previous section. Listing 10.2 shows the code for the bean.tnft fite (you can find the bean.mft
file in the code\Java EE\ Chapter 10} bean foider on CD)

Name: sunw/demo/bean/bean.class
Java-Bean: True

Save the bean.mft file in the demo directory. To indicate that a class in a JAR file is a Java Bean, you have to set
its Java-Bean attribute to True. The bean.class file is in the sunw.demo.bean package, which means it'll be
stored in the JAR file as sunw/demo/bean/bean.class {like Unix, JAR files use forward slashes as directory
separators). To indicate that this class file is a bean, the complete path has been specified in the bean.mit file.

After creating the manifest file, let’s now generate the JAR file.

Creating a Bean JAR File
In this subsection, let’s create the JAR file for the bean. Execute the following command to create the bean.jar file
in the jars folder located within the beans directory:
L\ Ademoxjar ofm | . \Jars\bean.jar bean.mft sunw\demo\bean\*.class
This creates the new JAR file for this bean, bean jar, and stores it in the demo\jars directory, which is where the
beanbox will look for it. Now, after creating the bean, let’s discuss how to use the bean.

Using the New Bean

We’ve developed a new JavaBean, bean in the previous sections and installed it in the demo\jars directory.
When you open the beanbox, you’ll see this bean (which we've just called “bean™) listed in the toolbox, as shown
in Figure 10.5:
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Figure 10.5: Displaying the New Bean

You can draw a bean of this new type in the beanbox. This new bean is already active in the beanbox, as you can
see by clicking it, because it shows the number of times it’s been clicked. When you draw the bean from the
toolbox, the bean appears in the BeanBox window, as shown in Figure 10.6:

Figure 10.6: Displaying the bean in the BeanBox Window

Click the bean, shown in Figure 10.6, the value of the count variable increases automatically. Now, let’s discuss
how to add controls to beans.

Adding Controls to Beans

You can add Java controls such as buttons to your beans by ensuring that you base your bean on a class that has
a container, such as the Panel class. Here is an example in which we add a bution to a bean and have the bean
display the number of times it has been clicked. Let's start by basing this bean (button) on the Panel class and
adding it to the sunw.demo.button package. In other words, let’s store the class files of the button bean in the
demo\sunw\ button directory. Listing 10.2 creates the panel, sizes it, and adds a button to it (you can find the
button.java file in the code\Java EE\ Chapter 10\ bean folder on CD}:

Listing 10.2: The button java File
package sunw.demo.button;.
import java.awt.*;
import java.awt.event.*;
public c¢lass button-extends Panel implements ActionListener
int count;

Button buttonl;
pubtic button()

i -
count = 0;
setsize(200, 100);
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buttonl = new Button("Click me™):
buttonl.addActionListener(this);
add(buttonl);

}

public void actionPerformed(ActionEvent e)
i

count++;

repaint(};

public void paint(Graphics ¢)

f

Dimension dimension = getsize();

int h = dimension.height;

int w = dimension.width;

g.setCelor(new Color(255, 0, 0));
g.fillRect(D, 0, w-1, h-BIp. .= - - -
g,setColorinew Color(0, 0, 0)); - ... ... -
g.drawstring("click count = " + count,: 50, 50);
3 i _ et R e

}

Listing 10.2 shows the code that when the button is clicked, the value of the count variable increases.

Let’s now discuss how to provide properties to a bean.

Giving a Bean Properties

The properties of a bean allow you configure it, setting its caption, size, color, and any other aspect of the bean
for which properties are defined. Although any public data member of the bean class can be treated as a
property, there’s a formal procedure you should follow to inform the Java framework about the properties of
your beans, that is, implementing the BeanInfo interface. Table 10.3 describes the fields of the BeanInfo
interface:

. Table 10.3: Fields of the Beanlnf:a Interface

-

Bt S =
Indicates a 16x16 color icon. 4

Indicates a 32x32 color icon.

G b RN

static int ICON_COLOR_16x16
static int [CON_COLOR_32x32
L static int ICON_MONO_16x16 3 Indicates a 16x16 monochrome icon.

é static int ICON_MONO_32x32 g indicates a 32x32 monochrome icon

b i el M AT il e b 5 2 . 025t Se e

Table 10.4 describes the methods of the BeanlInfo interface:

Table 10.4: Methods of the Beaninfo Interface

Beaninfo[] getAdditionalBeanInfo() { Allows 2 BeanInfo object to return an arbitrary coilection of other BeanInfo i

objects. :
BeanDescriptor Gets the bean's bean descriptor.
getBeanDescriptor() :
int getDefaultEventIndex() Gets the default event. A bean may have a default event (the event that will most

commenly be used). :
int getDefaultPropertyIndex() Gets the default property index, A bean may have a default property (the

property that will most commonly be initially chosen for update).
EventSetDescriptor|] Gets the bean’s event set descriptors, ‘ ;
getEventSetDescriptors() !
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’ Table 10.4: Methods of the Beanlnfo Interfaca %

Image getlcon(int iconKind) ! Gets an image object that can be used to tepresent the bean in toolboxes,
toolbars, and so on.

MethodDescrlptor[] ‘ Gets the bean’s method descriptors.
‘retMethod Descrlptors() H

T T B o o AL - . e -

: PropcrtyDescrlptor[] Gets the bean’s property descnptors
i getPropertyDescriptors() }
B Py :

In fact, most beans don’t implement the BeanInfo interface directly. Instead, they extend the
SimpleBeanInfe class, which implements Beaninfo. The following is the inheritance diagram for
SimpleBeanInfo:

java.lang.object
|____java.beans. S1mp'|eBeanIn'Fo

You will find the constructor of the SimpleBeanInfo classin Table 10.5:

it et it - b b

JUR+

% Table 10.5: The Constructor of the SimpleBeaninfo Class

Vo

¢ SimpleBeanInfo() Constructs a SimpleBeaninfo object.

Table 10.6 describes the methods of the SimpleBeanInfo class

Table 10 6: Methods of the SimpleBeaninfo Class

Beaninfo[] getAddmonalBeanInfo() i Implemented to indicate that there are no other relevant Beanlnfo
objects.
BeanDescriptor getBeanDescriptor() Returns overall information about the bean, such as its displayNarme,

and its customizer. Returns null if the information should be
obtained by automatic analysis.

R M BB e LR A A R A A TS

T AT U g g e T st e

int getDefaultEventindex() Returns index of default event in the EventSetDescrlptor array
returned by getEventSetDescriptors.
S —— : L b A
int getDefaultI’ropertylndcx(} { Returns index of default property in the PropertyDescriptor array 3
! returned by getProperty Descriptors, !
e o e s, J 4
EventSetDescriptor|] getEventSetDescriptors() Returns an array of EventSetDescriptors describing the kinds of
events fired by this bean.
Image getlcon(int iconKind) ; Returns an image object representing the requested icon. May return
: null if no suttable icon is available.
¢ MethodDescriptor[] getMethodDescriptors() Returns an array of MethodDescriptors describing the externally
visible methods supported by this bean.
PropertyDescriptor|] getPropertyDescriptors(} Returns an array of PropertyDescriptors descrlbmg the editable
properties Supported by tl-us bean i

L i P

Image loadlmage(String resourceName) Returns an image ob]ect. lt returns null if the load failed. This utility
method used to help in loading icon images.

To actually describe a pfoperty, you use the PropertyDescriptor class, which in turn is derived from the
FeatureDescriptor class. The following is the inheritance diagram for the FeatureDescriptor class:

java.lang.object: :
|___java.beans.FeatureDescriptor
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Table 10.7 describes the constructor of the FeatL.reDescr.Lptoz class

L 18R 2

Tahle 10.7: The Constructor of the FeatureDescnptor class

FeatureDescriptor() Constructs a feature descrlptor

s LT

Table 10.8 describes the methods of the FeatureDescrlptor class

Table 10 8: Methods of the FeatureDescrlptor Class

2

Enumeration attributeNames()

Returns an enumeration of the locale-independent names of this feature.

String getDisplayName() Retums the lmahzed dlsplav name of this feature.

. L .1, .S o A AR 83 A e

String getName() Returns the programmatlc name of this feature,

String getShortDescription() Returns the short description of this feature.

Object getValue(String attributeName)

Returns a named attribuie with this feature.

boolean isExpert()

Returns True for features that are intended for expert users.

boolean isHidden()

Returns True for features that are intended only for tool use.

boolean isPreferred()

A B M 1 B AR o L A R b

]
§
?
' ¥
i
i

Returmns True for features that are parhcula rly important for presenting to
people.

- void setDisplayName(String
displayName)

Sets the localized display name of this feature.

s -

void setExpert(boolean expert)

Sets the expert flag for features that are intended for expert users,

void setH:dden(boolean hldden)

e LB b B A A £ £ A R

Sets the hldden flag for features mtended only for tool use

void setName(String name)

Sets the name of this fearure

void setPreferred(boolean preferred)

Sets the preferred flag, uqed to 1dentlfv features that are particularly
unportant for presentmg to people.

void setShortDescription(String text) 'é You can assocnate a short descripti w1th a feature
- . Gt s :
void setValue(String attributeName, ! Youcan assoclate a named attnbute with this feature ;
Object value) i
The following is the inheritance diagram for the PrepertyDescriptor class:
java.lang.Object

f-ejava.beans.FeatureDescriptor
I java.beans.PropertyDescriptor

Table 10.9 describes the constructors of the Prope rt yDescrlptor class

Table 10.9: The Constructors of the PropertyDescrlptor CIass

Constructs a property descripter.

PropertyDescnptnr(‘-itrmg propertyName, Class
beanClass)

i

A et

Takes the name of a simple property as well as method names for ‘
readmg and writing the property :

R T o e At

PropertyDescriptor(String propertyName, Class
beanClass, String getterName, String setterName)

H
H

PropertyDescriptor(String propertyName,
Method getter, Method setter)

Takes the name of a :,lmple property as well as Method objects
for reading and writing the property.

5

Table 10.10 describes the methods of the PropertyDescriptor class:
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Table 10 10: Methods of the PropertyDescrlptor Class

E Class getPropernyditorClass()

Returns any explicit PropertyEditer class that has been registered for this
property

P .El;;;vée;tPropertytf-';bé().

S R -

Returns thé Class ob]ect for the property.

i
‘Methed getReadMethod()

Returns the method that should be used to read the property value.

Method geterteMethod()

Reiums the method that should be used to write the property value.

boolean isBound()

“Returns true if this is a bound property. Updates to bound properties cause a

PropertyChange event to be fired when the property is changed.

i
§
i
:
¥ boolean lsCOnstramed()

3

_property is changed.

Returns true if this is a constrained property. Attempted updates toﬂ

constrained properties cause a VetoableChange event to be fired when the

[

¢ void setBound(boolean bound)

i void setConstraine
13 .
i constrained)

j Prope rtyChange eventto be fJ red when the : property is changed.

Sets the bound property of thlﬁ ob;ect Updates to bound properties cause a

Sets the constramed property of th:s obyect Attempted updates to constramed
properties cause a VetoableChange event to be fired when the property is
changed.

‘ -\«;oid»setPropertyEc-ii’torCIass(Class
propertyEditorClass)

Returns the class fur the desued PropertyEdltor Normally, property ed1torqr

will be fm.md usmg the > property edltor manager.

void setReadMethod (Method getter)

Sets the method that is used to read the property value

vo1d sethteMethod(Method setter)

Sets the methnd that is used to write the property value.

Let’s look at an example that implements a property in a JavaBean. In this case, We add a property named
filled to the click-counting bean developed in this chapter. This property is a boolean property that, when
True, makes sure the bean will be filled in with color. Let’s consider this new bean as Bean?2.

To keep track of the new filled property, we need add a private boolean variable of the praperty (filled)
name to the Bean2 class. Listing 10.3 shows the code for the Bean2 java file (you can find the BeanZjava file in
the code\Java EE\ Chapter 10\ bean folder on CD}):

Llshng 10.3: The Bean2.java File

package sunw. demd.bean?;:
import 3ava awr.*;

import java.awt. event
public class Bea 2 BX
private beolean
int ceunt; .
pubTic BeanZ() {

.pub'hc vcnd mous:
Cclicked(); ..
3 el

I3 _
count = Oj -+ - v T

Filled = false; o0 ool
setsize (200, 100); A

}

public vmd chcked(} {
CouNnt++;

repaint{};

} o .
pubTic boclean getfilled() {
return filled;

}
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public void setfilled(boolean flag) {
this.filled. = flag;
repaint();

public void paint(Graphics g) {
Dimension dimension = getsize(};
int height = dimension.height;
int width = dimension.width;

i (Filled)

g. setcolor(new Co1or(255 0 0)). .
g.filiRect(0, 0, —~W1dth —’he1ght),

H 3
g.setColor(new Color(0, 0 O)), _
g.drawstring("Click count = " & count 50 “SD), =
When you implement a property, Java will look for two methods: getPropertyName () and

setPropertyName (), where PropertyName is the name of the property. The get method returns the
current value of the property, which can be any supported type, and the set method takes an argument of that
type, which you’re supposed to set the property to. Listing 10.3 shows the implementation of the getfilled
and setfilled methods.

Now, let’s create a new class, Bean2BeanInfo, which returns information about this new bean property. This
class will be in the same package as the bean itself, but it’s based on the SimpleBeanInfo class. Listing 10.4
provides the code for the Bean2BeanInfo.java file (you can find the Bean?Beaninfojava file in the
code\ Java EE\ Chapter 10\ bean folder on CD):

Listing 10.4: The BeanZBeanInfo.java File

: package - sunw. demo. beanz; g '1'

Jimport java.beans #y oo R : :
public class Beanzaeanxnfo extends smp'leseanlnfo {

L public. Propertynescr1ptar[} getpropertynescr1ptars(
try { S
Propertynescmptor ﬁ'ﬂed = new S
Propertybescriptor{"filled", seanz. class), .
fropertypescriptor: propertydescrxptur[} = {f111ed
return propertydescriptor, L
¥ S

catch(Except1an e} {}
return nu11 :

P
B A , : S S S N N e
Listing 10.4 implements the getPropertyDescriptors(}) method, which returns an array of
PropertyDescriptor objects. Each PropertyDescriptor object holds the name of a property and points
to the class that supperts that property. After compiling this new class (Bean2BeanInfojava), save the
Bean2BeanInfo.class in the directory demo\ sunw\ demo\bean2z, along with the Bean2.class file. Let's create a
new manifest file that includes the Bean2 and Bean2BeanInfo classes. Listing 10.5 shows the code for the
Bean2.mft file (you can find the Bean2.mift file in the code\ Java EE\ Chapter 10\ bean folder on CD):

Listing 10.5: The Bean2.mft File
Name:: sunwfdemofbeanZ/BeanZseanInfo c1ass LT
Java-Bean: True .o S
Name: sunwfd&mo/beanZ/Beanz c1ass :-j i
Java-Bean: Trije. R - R :
Save this new manifest file in the demo dlrectory Fmal]y, create the new Bean2 jar file by executmg the
following command:
Sjarcefm o o\jars\bean2 . jar Bean2.mft sunw\demo\beanZ\*.class - - .

306



Working with JavaBeans

Now when you run the beanbox and add a new Bean2 bean to the beanbox, the new filled property will
appear in the Properties window. Setting £illed to True causes the bean to be filled with color.

After understanding how to set the property of a bean by using the PropertyDescriptor class, let’s now discuss
how to implement simple and indexed properties for a bean.

Design Patterns for Properties

The subset of a Bean’s state is a property. The behavior and appearance of that component is determined by the
values assigned to the properties. A property is set by using the setter () method. A property is obtained by
using the getter () method. There are two types of properties. These properties are simple and indexed. Let's
discuss both of them in detail.

Simple Properties
The characteristic of the simple property is that it has a single value. It can be identified by the following design
patterns, where N is the name of the property and T is its type:

public T getnN{);
public void setN(T arg):

To access its values, a read/write property has both of these methods. A read only property has only a get ()
method and a write-only property has only a set () method. The following are three read/write simple
properties along with their getter () and setter () methods.
private double depth, height, width; -

“public double getoepth() { - - -
return depth; - - o

ublic veid setDepth(double db¥) { -~ . . & .-

depth = dbl; . . - ' SRR R

T retdrn width; g
public void: serwidth(do
width' = wdhi; - _
3 ERTETR

Adding a Color Property to SimpleBean
Listing 10.6 provides the code to add a Color property to a bean {you can find the SimpleBeanapp.java file in the
codel\Java EE\ Chapter 10\ bean folder):

Listing 10.6: The SimpleBeanapp java File
import java.awt. ;. e
import java.io.Serializablie;’ o
public class SimpTeBeanapp eéxtends Canvas implements Serializable

private color clr = celor.green;
pubTic “calor gercoloe (¥4
return c1r; - Lo

public vaidrsetcaﬁq%(cq}gr:ﬁewc}r)'{__anf -
cele monewclry oo DU e
repaint();
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public void paint(Graphics g} {
g.setColar{clr); .

g.fi1 Rect (20, 5, 20, 30);

} : ; .

public SimpleBeanapp(){
setsSize(60,40);
setBackground(Color. red);
} ) : ’ "/
}

Compile the Bean, load it in the ToolBox, and create an instance in the BeanBox. The following results are

explained below:

1. SimpleBean will be displayed with a green centered rectangle.

2. As a result, the Properties sheet will contain a new Color property. At the same time, the introspection
mechanism will also search for a Color property editor. A Color property editor is one of the default editors
supplied with the BeanBox, and is assigned as SimpleBean’s Color property editor. To run this editor,
you have to click on the Color property in the Properties sheet.

After understanding the simple properties, let's now discuss the indexed properties of a bean.

Indexed Properties
On the other hand, indexed properties consist of multiple values. By the following design pattern it can be
identified. In this design pattern, ¥ is the name of the property and T is its type, as shown in the following code
snippet:

spublic T ogetN(int .index);: : e
L pubtc void setN(int 1ndex, T value). T

pubtic T[] getm{)y; TR TR

pubTlic void setN(T" va1ues[}). : : SR e
In the following code snippet an indexed property cal]ed data is set along w1th the getter () and setter (}
methods

private double datall;

public double getpata (int. 1nd) 4

return data[ind}. o

3 . . . : _
public vo1d setData(int 1nd doubIe db1va1ues) {
. data[1nd3 = dblvalue; -~ _ .

H
public duuh1e‘[]ﬂgetoata() {
réturn data’

¥
Cpublic void SetData(doub1e[) dbl va]ue} {
~.data = new double{dblvalue.lengthl; _ L o
U EySTem, arraytopyfdb1va1ues. 0, data, 0, 0, deva?ues Tengthz.,_if N
After understanding how to set simple as well as indexed properties, let’s now discuss how to use the Beanlnfo
interface.

Using the Beanlnfo Interface

The BeanInfo interface enables you to explicitly control the information available to the user of a Bean. The
BeanInfo interface defines several methods. The BeanInfe interface declares methods-that return arrays of the
above descriptors. To discuss it further, lets introduce the followmg code smppet
- Propertybescriptor]] geteropertybescriptors() o - S, -
Eyentsetbescriptor]] getiventsetﬂescrzptors()
- Mathodbescriptorf] getmethodbescriptors()..
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In the preceding code snippet, the role of the return array of objects is to provide information about the
_ properties, events, and methods of a Bean. In this regard, the PropertybDescriptor, EventSetDescriptor,
and MethodDescriptor classes are well defined within the java.beans package, and the methods of a Bean
describe the indicated elements. By implementing these methods, a developer can designate exactly what is
presented to a user, bypassing introspection based on design patterns,

While creating a class that implements the BeanInfo interface, you have to remember that you must call that
class bnameBeanInfo, where bname is the name of the Bean. For example, if the Bean is called as MyBean, then
the information class must be called MyBeanBeanInfo.

Now, the question is how to simplify the use of BeanInfo? In this package, to simplify the BeanInfo,
JavaBeans supplies the SimpleBeanInfo class. It provides default implementations of the BeanInfo interface,
including the three methods just described. However, you are free to extend this class and override one or more
of the methods to explicitly control what aspects of a Bean are exposed. But, if you don't override a method, then
the role of design-pattern introspection will come and it will be used. For example, if you don't override
getPropertyDescriptors (), then design patterns are used to discover a Bean’s properties.

After understanding the implementation of the BeanInfo interface, let’s now discuss how to create the bound
properties for a bean.

Creating Bound Properties
You can also create bound properties in JavaBeans. Bound properties generate an event when their values
change. This event is of type PropertyChangeFvent and is sent to all registered event listeners of this type.
To make a property a bound property, use the setBound method as shown in the followlng code smppet

Let’s now discuss how to declare a method in a ]avaBeén, which can be calted by other beans.

Giving a Bean Methods

You can formally describe methods of JavaBeans to the Java framework by using the MethodDescriptor
class. The following is the 1nhe1'1tance d1agram of thjs class:
Java.Jang.Objecty :
}__Javaqbeans eatureaescr'iptcr
| —_java.besns . Methodpescriptor

Table 10.11 describes the constructors of the MethodDescrlptor class:

Table 10.11: Constructors of the MethodDescriptor Class

MethodDescriptor(Method method) Constructs a method descriptor.

MethodDescriptor(Method method, Constructs a method descriptor from a method, providing descriptive
ParameterDescriptor(] information for each of the method’s parameters.
parameterDescriptors)
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Table 10.12 describes the methods of the MethodDescriptor class:

Table 10.12: Methods of the MethodDescr:ptor Class

i

B

.

T E g e s r g e

Method getMethod(} Returns the method that this method descriptor encapsulates.

ParameterDescriptor[|getParameterDescriptors() Returns the parameter descriptor for each of the parameters of this
method descriptor’s methods

s e S kPR e -

Many beans, however, don’t use the MethodDescriptor objects, because any public bean method is
accessible from other beans. Let’s consider an example in which we create a new bean based on the ones has
been developed in this chapter. This bean, Bean3, will count the number of times it’s been clicked and will aiso
support a method named increment that, when invoked, will increment the click count.

Listing 10.7 provides the code for Bean3, including the public increment method (You can find the Bean3 java
file in the code\ Java EE\ Chapter 10 bean folder on CD):

Listing 10.7: The Bean3 java File

package sunw.demo. bean3,
import java.awt.*;
import java,awt. event. )
public c]ass BeanB extends canvas {
int .count;: . ; ;
public Bean3() { h =
addMeuseLJstener(new MouseAdapter( £
- publicivoid, mouse?ressed(ﬁouseE '
< releked(
CFLEL
0 :
count =03
sets-:ze(ZOO. 100),

}

pubiic void c'!1cked() {
CQUﬂt++, ’

repaint();

public void increment() {
Count++;
repaint();

public void paint(Graphics g) {

bimension dimension = -getsize();

int height = dimension.height;

int width = dimension.width;

g.setColor(new Color(255, 0, 0)); =

g-Fillreet(0, 0, --width, --height): .

g.setColor(new caan(O. 0, ®)); .- T

g.drawstring("click count =" + count; 30, 50) ;
} : :

After creating Bean3, you need to create the Bean3.mft file and generate the JAR file for bean3. You can find

the Bean3.mft file in the code\ Java EE\ Chapter 10\ bean folder on CD. Then, add the bean to the beanbox, we

can connect other beans to the increment method. We have connected a button to that method, and each time

the button is clicked, the click count in the Bean3 bean is incremented and displayed.

Let’s now discuss how to provide icons to a bean,
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Giving a Bean an Icon

You may have noticed that some beans have icons in the beanbox. You can add your own icons to your beans by
adding the getIcon method to the BeanInfo class. The following code snippet demonstrates how to
implement this method and handle all possibilities —monochrome or color icons of elther 16x16 or 32x32 pixels:
public java.awt: Image getIcon{int iconKind) {

if (iconkind .anxnfo,;con;nouo_lﬁxle I

: heanznfo'icon_ﬁoﬂo 32&32 II
F ICON_COL&RJEXBZ ) {

Let’s now discuss how to create a BeanInfo class.

Creating a BeanInfo Class

This section of the chapter uses the ExplicitButtonBeanInfo demo class to illustrate creating a BeanInfo
class. There are different steps for creating a BeanTnfo class. Let us discuss the general steps to make a
BeanInfo class:

1. As a first step, you have to name your BeanTnfo class. You must append the string “Beanlnfo” to the
target class name. If the target class name is ExplicitButton, then its associated Bean information class
must be named ExplicitButtonBeanInfo

2. The second step to make a BeanInfo class is Subclass SimpleBeanInfo. This is a convenience class
that implements BeanInfo methods to return null, or an equivalent value.

3. The third step being is to extend the SimpleBeanlnfo class, as shown in the foIlowmg code smppet
public class ExplicitButtonBeaninfo extends SimpleBeantnfo {}. . ;

Using SimpleBeanInfo saves you from implementing all the BeanInfo methods you only have to override

the methods that you need.

Override the appropriate methods to return the properties, methods, or events that you want to expose.
ExplicitButtonBeanInfo overrides the getPropertybDescriptors{) method to return four properties,
as shown in the fol]owmg code smppet

pubHc P 3

pe' wescmptor("backg'r'cihnd"'

bé&nc1ass}:
1ptar foreground ¥

iptor 1ab . e
Mpertynescriptor("‘lahe‘l" h_eancTass); R

detriey; -
Wﬂd{tme), -

vbeseriptor-rel] = :
'otmd, foreground ﬂ;mt, ]ahe'l}. ;

“eW Error(e tostring()):
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}
}

In the preceding code snippet, there are two very important things to be noted. These are:

Q If you leave a descriptor out, then as a result, that property, event or method will not be exposed. In other
words, you can selectively expose properties, events, or methods by leaving out those, which you don’t
want to be exposed.

Q If a getter (for example, getMethodDescriptor {)) method returns null for a feature, then you have to
use a low-level reflection for that feature. This means that you can explicitly specify properties, and let low-
level reflection discover the methods. If you don’t override the default SimpleBeanInfo method, which
returns null, then a low-level reflection will be used for that feature.

4. Asa next step, optionally associate an icon with the target Bean, as shown in the followmg code snippet:
public java.awt.Image getIcon(int icentype) {- T Gt i
if (icontype == BeanInfo,ICON_MONO.16x16: ll :
icontype == BeanInfo.ICON_COLOR.16x16 ) {
java.awt.Image img = 'IoadImage("tom g1'F") o
return img; e

} . .
if (icontype == = BeanInfo.ICON_MONG_ 32x32 [i

icontype == BeanInfo.ICON COLOR_32x32 ) {
java.awt.Image img = 1oadImage(”Exp11c1tButtonIchSZ gm
return 1mg,

-}
return: nu11'

The BeanBox, then, displays this icon next to the Bean name in the ToolBox. You can expect the builder teols to
do the same. Specify the target Bean class, and, if the Bean has a customizer, specify it also by using the
following code snippet:

public BeanDescriptor getBeanDescriptor() { : e
CU return mew seannescr1ptor(beanc1ass customizerc1ass). o o

I

.

resulting,private f1na1 static c]ass beanc1ass Exnﬁ.cztnutton class,

private final static Class customizerclass = OurButtonCustomizer.class;
In the above steps, keep the Beaninfo class in the same directory as its target class. Firstly, the BeanBox
searches for a target Bean’s BeanTInfo class in the target Bean’s package path. If, as a result of this search, no
BeanInfo is found then, as a next step, the Bean information package search path (maintained by the
Introspector} is searched. The default Bean information search path is sun.beans.infos. Again, if no
BeanInfo class is found, then low-level reflection is used to discover a Bean's features.

Let’s now discuss how to use the bound and constrained properties.

Bound and Constrained Properties

A Bean which contains a bound property generates an event when the property is changed. Here, the event is of
type PropertyChangeEvent. And, it is sent to objects that previously registered an interest in receiving such
notifications. A class that handles this event must implement the PropertyChange Listener interface.

The JavaBeans model supports two variations on standard properties —first is bound properties and the second
is called constrained properties. The role of bound properties is to support the registration and notification of
“interested parties”, whenever the value of the property changes. And the role of constrained properties is to
take this notification model one step further by allowing the notified party to exercise a veto in order to prevent
the property change. Unlike event handling, most of the functionality requxred to support bound and
constrained properties is handled with the JavaBeans framework.
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Bound properties are useful for Beans that want to allow instances of the same Bean class or some other Bean
class to monitor a property value and subsequently change their values accordingly (i.e. to match the “trend
setting” Bean). Lets cite an example. Consider a GUI Bean that wants to allow other GUI Beans to monitor a
change in its background color to update their backgrounds accordingly.

However, note that, implementation of a bound property is quite easy because of the user-friendly underlying
framework provided by the JavaBeans architecture, Bean class supports a bound property. In order to support a
bound property, the Bean class must instantiate an object in the JavaBeans framework, which provides the bulk
of this functionality, and implement registration and unregistration methods that simply invoke the appropriate
methods in the JavaBeans framework. The following code snippet shows the wuse of the
addPropertyChangeListener () and removePropertyChangeListener () methods:

private PropertyChangesupport changes = new Propertychangesupport(th1s).j A

public vmd addPropertyChangeu stener(PropertychangeLfsteﬂer p) el

{

~changes. addpropertychangeListener(p),

public void removePropertychangeL'l stener(?ropertychangeustener p)
{
changes. removePronertychangeLastener(p).
H : S :
Each bound property must then invoke the firePropertyChange() method from its set () method, as
shown in the following code snippet:

publ1c ve1d setMoad(1nt mood)
f
1n1‘: o'ld = tfns mood
.. this.moed = moo
- repaint(); o
changes. fi rePropertychange( mood" : :
new Integer(o'ld). new In‘t‘e‘g‘e‘ (mood}),-

In the precedmg code smppet the PropertyChangeSupport ob]ect is used to handle the notlflcahon of all
registered targets. You have to note that PropertyChangeSupport provides a general-purpose functionality
following a prescribed protocol. Specifically, the method invocation for the firePropertyChange {) method
must provide the property name, as well as the old and new values, which are passed along to notified targets.

Moreover, the listener (i.e. target object} must provide a propertyChange () method to receive the property-
related notifications, as shown in the following code snippet:
_public veid-propertychange(PropertychangeEvent. e} -
/o
In the preceding code snippet, constrained properties add the functionality, which might be the notified listener
that can object to the property change and can execute a veto, To support constrained properties, the Bean class
must instantiate the JavaBeans object that provides this service, namely, VetoableChangeSupport, and
implement the corresponding registration-related methods, as shown in the following code snippet:
private vetoabiechangeSupport veto = hew VetoableChangeSupport{this);
public vo1ﬁ addVetoableChangeL1stener(Vetoab]echangeL1stener vetolisten)
{

veto. addVetoaH echangeu ste ne r(vetcﬂ i sten) H

pub'! jc voi d removevetoab'l echa.ngeu stener (vetoableChangeListener veto'l i sten)

{
¥

You have to note that a Bean could provide one or more bound and constrained properties. In this case, it must
instantiate both the PropertyChangeSupport and VetoableChangeSupport classes and provide both sets
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of registration-related methods. In addition, constrained properties tend to be bound, but that is not a strict
requirement. The set () method for bound-constrained properties is slightly more complicated. The
implementation of the set () methed is provided in the following code snippet:

public void: setMood(int md) . . ‘L el :

- throws PropertyvetoException : :

* vetoes . firevetoableChange("mood”, - o
C T new-Tateger Crhis imd) | new’ Integer (nd) )
cointeotdom thisamdy o a0 e e
. this.md = md;-
Crepaint()y
changes. firePropertychange ("mood”,

- new Integer(old), new Integer(md)); S

Specifically, the set () method must accommodate the PropertyVetoException exception. In this regard,
the sequence of operations is:
Q  Fire the vetoable change notification,
@  Update the appropriate state variables.
Q  Fire the standard property change notification, if bound.
A veto-interested target object must implement the vetoableChange () method, as shown in the following
code snippet:
public. void. vetoablechange (PropertychangeEvent ‘e) -
© .. Whroms PropertyvetoException . o tu o
¥

It exercises a veto by the following:

1. Including a throws clause for PropertyVetoException and

2. Raising the exception (throw new Propertyve toException ()}, as appropriate.

The JavaBeans framework receives the propagated exception. And in turn, JavaBeans framework propagates it
to setMood() via the fireVetoableChange() invocation. Note that setMood() is organized such that in the
event of a veto, (1) it does not handle the exception (instead, returning and propagating the exception), hence, (2)
it does not complete the update to state variables or the property notification for bound-property listeners.

Now, it is very much clear that the JavaBeans framework supports a lot of property-related functionality and
requires minimal work from the Bean implementation. Let’s now discuss the concept of persistence.

Persistence

To save the current position of a Bean and also its properties and instance variables, the role of Persistence comes
into play. Therefore, Persistence is the ability to save the current state of a Bean, which also includes the values
of Bean’s properties and instance variables to nonvolatile stotage and thus to retrieve them at a later stage. The
object serialization capabilities provided by the Java class libraries are used to provide persistence for Beans.

Among the different methods available, the easiest way to serialize a Bean is to implement the
java.io.Serializable interface, which is nothing but a marker interface. Implementing the
java.io.Serializable interface makes serialization automatic. Your Bean need not take any other action in
this regard. Moreover, remember that, automatic serialization can also be inherited. Therefore, if any superclass
of a Bean implements the java.ic.Serializable -interface, then automatic serialization is obtained. But, the
only restriction is that any class that implements the java.ic.Serializable interface must supply a
parameter less constructor.

When the user is using automatic serialization, they can selectively prevent a field from being saved through the
use of the transient keyword. As a result, data members of a Bean specified as transient will not be serialized.

314



Working with JavaBeans

If a Bean does not implement the java.ic.Serializable interface, then you must provide serialization
yourself. This can be done, such as, by implementing the java.ic.Externalizable interface. Otherwise,
containers cannot save the configuration of your component.

Let’s now discuss the use of JavaBeans with JSP pages.

Using Beans with JSP pages

The role of JavaServer Pages technology is also to provide direct supports using JavaBeans components with JSP
language elements. In this case, you can easily create and initialize beans and get and set the values of their
properties.

You will understand the implementation of JavaBeans with JSP pages after having the knowledge of creating JSP
pages. You will understand how to work with JavaBeans and JSP pages in the Chapter 12, Working with [SP.

With this we have come to the end of the chapter. Now, let’s quickly summarize what you have learned in this
chapter.

Summary

The chapter has described various concepts related to JavaBeans, such as customizers, introspection. You have
learned how to create a bean, a manisfest file for the bean, and deploy the bean in a JAR file. We have described
how to add properties to a bean. Toward the end, the chapter has discussed the role of JavaBeans in the JSP
pages to store the data.

Quick Revise

Q.1  What do you mean by JavaBeans?

Ans: A JavaBean is a software component that has been designed for reusability in different environments.
Regarding the capability of a bean there is no restriction,

Q2.  What do you mean by introspection?

Ans:  Introspection is the process by which a builder tool analyzes how a Bean works and also differentiates
Beans from the typical Java classes.

Q3.  What is the role of customizers?

Ans:  The role of the customizer, which is provided by a Bean developer, is to help another developer
configure the Bean.

Q4.  State the constructor of the SimpleBeanInfo class.
Ans:  SimpleBeanInfo()
Q5.  List the interfaces available in the java.beans package.
Ans:  The interfaces within the java.beans package are:
Appletinitializer
Beanlnfo
Customizer
DesignMode
ExceptionListener
PropertyChangeListener
PropertyEditor
VetoableChangeListener
Visibility
Q6.  List the classes within the java.beans package.
Ans:  The classes of the java.beans package are:
O BeanDescriptor
O Beans

oocoocoocood
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Q7.

Q8.
Ans:

Q9.
Ans:

Q10.
Ans:

316

DefaultPersistenceDelegate
Encoder

EventHandler
EventSetDeseriptor
Expression

FeatureDescriptor
IndexedProperty ChangeEvent
IndexedProperty Descriptor
Introspector
MethodDescriptor
ParameterDescriptor
PersistenceDelegate
PropertyChangeEvent
PropertyChangeListenerProxy
PropertyChangeSupport
PropertyDescriptor
PropertyEditorManager
PropertyEditorSupport
SimpleBeanInfo

Statement
VetoableChangeListenerProxy
VetoableChangeSupport
XMLDecoder

XMLEncoder

What do you mean by the concept of persistence?

Persistence is the ability to save the current state of a Bean, which also includes the values of Bean's
properties and instance variables to nonvolatile storage and thus to retrieve them at a later stage.

List the variations on standard properties that the JavaBeans model supports.
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The following are the two variations on standard properties:

O Bound properties

0 Constrained properties

List the constructors of the MethedDescriptor class,

The constructors of the MethodDescriptor class are as follows:

O MethodDescriptor(Method method)

0 MethodDescriptor(Method method, ParameterDescriptor|] parameterDescriptors)
List the constructors of the PropertyDescriptor class.

The constructors of the PropertyDescriptor class are:

O PropertyDescriptor(String propertyName, Class beanClass)

O PropertyDescriptor(String propertyName, Class beanClass, String getterName, String setterName)
O PropertyDescriptor(String propertyName, Method getter, Method setter)



